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Abstracts

Research on Corporate Social Responsibility in Maritime Accidents

Hajime KURAMOCHI

This article reviews the debate on corporate social responsibility (CSR) and summarizes whether
social responsibility other than legal responsibility should be broadly considered or whether CSR should be
limited to the pursuit of profit. This paper takes up the Pyramid of CSR and explains its components: legal
responsibility, economic responsibility, ethical responsibility, and philanthropic responsibility. It also
introduces the concept of proactive and defensive CSR derived from Pyramid of CSR. Finally, taking the
WAKASHIO grounding incident as an example, this paper examines the social responsibility of corporations

in maritime accidents from the viewpoint of the pyramid of CSR and aggressive CSR.

Key words: Corporate Social Responsibility, Maritime Accident, Pyramid of CSR, Aggressive CSR

The Cloud beneath the Sea: Trends in undersea cable

infrastructure development in the Indo-Pacific

Davide GIGLIO and Fabrizio BOZZATO

97% of global internet traffic is transmitted via undersea cables. Transmission of data by cable is both
cheaper and faster than via satellite. Therefore, not satellites in orbit, but undersea cable-lines form the backbone of
the world's digital economy. Especially in the economically dynamic Indo-Pacific region, where the rapid
expansion of the subsea network is characterized by diversification of routes and fast-expanding capacity. Notably
the sector will register the rising prominence of both Western and Chinese digital giants. Thus, the development of
the submarine infrastructure will take place in a context characterized by both collaborative/competitive drives and
rising geopolitical tension. In addition, the growth of the network is marked by a multipolar evolution of ownership
as well of the fundamental elements of the global internet infrastructure. Another salient trend is the interconnection
of data centers, driven by the build-up of data centers in Southeast Asia (Singapore and Indonesia), South Asia
(India) and "greater China". Finally, new dialectics are emerging between the cooperative and profit-oriented logics
of commercial consortia and geopolitical interests informing the strategic rivalry between like-minded actors - The
United States and Western-aligned nations - and the People's Republic of China.

Key words: Undersea cables, global internet infrastructure, legal regime of undersea cables,

cybersecurity, geopolitics of telecommunications.



Recent Trends in Response Measures against Climate Change and

Sea Level Rise on Fongafale Island, Capital of Tuvalu

Nobuko NAKAMURA and Hajime KAYANNE

Fongafale Island, the capital Island of Tuvalu in the South Pacific, faces the threats of climate
change, sea level rise, and environmental pollution caused by population growth. Regarding adaptation
measures against sea level rise, Japan's SATREPS project, which began in 2008, proposed ecological
engineering adaptation measures using coral and foraminiferal sand. JICA also implemented a gravel beach
nourishment project. However, when we visited the site in 2020, we found that a large-scale reclamation
and hard-protection plan by GCF was underway. This report discusses the reclamation and hard-protection
plan and its problems as seen from the field visit, as well as issues regarding climate change adaptation

measures and international support for Small Island Developing States.

Key words: Sea Level Rise, Tuvalu, Ecological Engineering Adaptation Measures, GCF,

Reclamation and Hard-Protection

China's Recent Activities in Antarctica: The Example of the Proposal to

Establish an Antarctic Special Management Area

Sakiko HATAYA

China has become increasingly active in the polar regions in recent years. Since 2013,
China has sought to establish an Antarctic Special Management Area in the vicinity of the Kunlun
base near Dome A. This paper argues that China's proposal is not a political issue, but that the debate
at the Antarctic Treaty Consultative Assembly may stem from doubts about whether it meets the

provisions of the Antarctic Treaty Protocol on Environmental Protection.

Key words: Antarctic, Antarctic Specially Managed Area (ASMA), Chinese Kunlun Station, Dome A,

Protocol on Environmental Protection to the Antarctic Treaty
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UNCLOS and Sea Level Rise
Eka HIGUCHI and Mai FUJII

This paper evaluates the legal response to sea level rise under UNCLOS. In Section 2, it
surveys the articles in UNCLOS that could possibly relate to sea level rise. Section 3 examines
existing positions taken by scholars and international bodies such as the International Law
Association (ILA) and International Law Commission (ILC). Given that these two bodies conclude
that UNCLOS is currently unable to resolve the concerns of coastal states about sea level rise, Section
4 summarizes existing legal challenges and proposes future options regarding the effects of sea level

rise.

Key words: UNCLOS, sea level rise, climate change, ILA, ILC

Promoting Sustainable Ocean Management in Small Island Countries of the
Pacific and Indian Ocean: Success Factors and Challenges Learned from the

Case Study of the Samoa Ocean Strategy

Masanori KOBAYASHI

In promoting economy and economic recovery through sustainable use of marine resources
and economic recovery (blue economy/blue recovery),increasing attention is given to marine spatial
planning including marine protected areas and area based management tools. In order to coordinate
diverse and intensive ocean uses, it is deemed effective to develop marine spatial plans including
mapping of ocean and coastal resources and their uses, and to establish marine protected areas based
on such plans. This article examines the challenges and prospects for consensus building, compliance

and enforcement, and finance in reference to the case study of Samoa.

Key words: marine spatial planning, blue economy, marine protected areas, mapping, Indo-Pacific
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Research on Corporate Social Responsibility in Maritime Accidents

Hajime KURAMOCHI

Abstract

This article reviews the debate on corporate social responsibility (CSR) and summarizes whether social
responsibility other than legal responsibility should be broadly considered or whether CSR should be lim-
ited to the pursuit of profit. This paper takes up the Pyramid of CSR and explains its components: legal
responsibility, economic responsibility, ethical responsibility, and philanthropic responsibility. It also intro-
duces the concept of proactive and defensive CSR derived from Pyramid of CSR. Finally, taking the
WAKASHIO grounding incident as an example, this paper examines the social responsibility of corpora-
tions in maritime accidents from the viewpoint of the pyramid of CSR and aggressive CSR.

Key words: Corporate Social Responsibility, Maritime Accident, Pyramid of CSR, Aggressive CSR
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The Cloud beneath the Sea: Trends in undersea cable

infrastructure development in the Indo-Pacific

Davide GIGLIO Fabrizio BOZZATO

Abstract

97% of global internet traffic is transmitted via undersea cables. Transmission of data by
cable is both cheaper and faster than via satellite. Therefore, not satellites in orbit, but undersea
cable-lines form the backbone of the world's digital economy. Especially in the economically
dynamic Indo-Pacific region, where the rapid expansion of the subsea network is characterized by
diversification of routes and fast-expanding capacity. Notably the sector will register the rising
prominence of both Western and Chinese digital giants. Thus, the development of the submarine
infrastructure will take place in a context characterized by both collaborative/competitive drives
and rising geopolitical tension. In addition, the growth of the network is marked by a multipolar
evolution of ownership as well of the fundamental elements of the global internet infrastructure.
Another salient trend is the interconnection of data centers, driven by the build-up of data centers
in Southeast Asia (Singapore and Indonesia), South Asia (India) and "greater China". Finally, new
dialectics are emerging between the cooperative and profit-oriented logics of commercial consortia
and geopolitical interests informing the strategic rivalry between like-minded actors - The United

States and Western-aligned nations - and the People's Republic of China.

Keywords: Undersea cables, global internet infrastructure, legal regime of undersea cables,

cybersecurity, geopolitics of telecommunications.

Introduction financial transactions, private and government

Undersea cables play a vital role in communications. It is calculated that 97% of
promoting instant digital connectivity at high all Internet traffic is transmitted over the 1.3
speed and capacity. They carry a massive and million kilometers (i.e. 3 times the distance

fast-growing volume of commercial and between the Earth and the Moon) of the
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The Cloud beneath the Sea

approximately 460 currently active cables.!

When we refer to the "cloud", we imagine
that data is being transferred across the ether by
means of satellites. Actually, rather than orbiting
around the Earth, the cloud to which we
increasingly entrust our digital memory resides at
the bottom of the sea: satellites represent just 3%
of global data transmissions. It is therefore not
satellites in space, but cables at the bottom of the
oceans that form the backbone of the globalized
economy. This is because cable data transmission
is cheaper and faster than satellite transmission,
allowing large volumes to be transmitted over
growing bandwidths at low cost and with
minimal latency.

The infrastructure that guarantees this
connectivity is therefore a crucial resource,
and even more so in the future. In fact, 5G and
6G will make the internet faster allowing even
more data to be sent and received. As a result,
the submarine cable industry is experiencing
rapid development and the demand for new
connection systems is augmenting.

All countries benefit directly or indirectly
from this infrastructure, including landlocked
ones2. Antarctica remains the only continent
not yet reached by a  submarine
telecommunications cable. In 2018, a first
significant connection system was established
in the Arctic.?
of this

infrastructure has been promoted by private

Historically, the development
initiative. This aspect continues to be a distinctive
feature of the industry although the government
contribution and role has been growing. State
ownership and government funding of projects
remain modest but are on the rise.

Four models predominate in the internet

infrastructure market: the first is that of a

telecommunications company which delegates
construction to an external company, while it
operates and maintains the infrastructure. The
second is a big tech or telecommunications
company that constructs, operates, and
maintains the infrastructure. The third involves
two or more companies (big tech or
both)

allocating the infrastructure to a specialized

telecommunications companies, or
group and operating and maintaining it as part
of a consortium. The fourth is that of two or
more big tech or telecommunications

companies  constructing, operating, and
maintaining the infrastructure in consortia.*
This latter arrangement has enjoyed wide
deployment in the 1980s and 1990s reflecting
the  philosophy  of  deregulation  of

telecommunication companies, cable
manufacturers and suppliers. As State-owned
monopolies were privatized in USA, Japan and
Europe international telecommunications
became subject to intense competition and
undersea cable planning intensified.

A consortium usually bears the costs of
building the system and of the subsequent
marketing of the cable (generally with sale or
lease of bandwidth capacity). The formats of
consortia have been evolving. This
development paradigm is undergoing an

evolution in the sense of progressive
diversification and heterogeneity. > Notably,
State actors’ participation and financing have
been growing: from 1% (1987-2014) to 9%
(2014-2020).° Also, efforts are underway to
optimize the raising of funds through the
involvement of both commercial operators and
development banks (e.g. World Bank and
Asian Development Bank).’

The involvement of new actors significantly
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contributes to the diversification of the

proprietary profiles contributes. Traditional
telephone companies are now flanked by web
content, cloud and over-the-top® (OTT) service
providers whose financial support helps to
alleviate business risk. Financial investors often
join-in, and new operators referred to as "band
wholesalers"® and "content delivery networks"!°
have entered the market.!!

A synergizing role is played by content
providers such as Google, Microsoft,
Facebook, Baidu, Alibaba, Youku and video
service providers. OTT providers, such as
Amazon and Netflix, furnish feeds that carry
expanding volumes of data. To meet their
interconnection requirements, these global
giants are becoming the driving force in
building regional data centers and the undersea
infrastructure that connects them. Both in
consortia ~and  independently,  Google,
Microsoft, Facebook have already invested in
the construction of more than 15 cable systems
in the Atlantic and Indo-Pacific region.
Accounting for less than 10% of total usage
prior to 2012, content providers' share of
capacity surged to 66% in 2020.'2

Cables will be essential to ensure capacity
needed by services such as cloud computing
and streaming, which require minimum latency
and plenty of bandwidth.

In addition to the connection needs of data
centers, its upgrade process contributes to the
development of the subsea infrastructure. 40%
of submarine cables in operation were laid
before 2000.'3 Since the average lifespan of
cables is approximately 25 years, many systems
are undergoing a gradual replacement phase.'*

The security of this infrastructure poses a

particular challenge. Cable routes are in fact

publicly-known and well demarcated. They
benefit from often minimal physical protection
in the high seas, near the coast and at the
The cables

exposed to the damage risks which are both

landing points. are therefore

accidental (typhoons, landslides, earthquakes,

fishing activities, etc.) and intentional
(sabotage, espionage, etc.).
Concentration in a relatively small

number of landing stations, while responding
to a logic of cost and geographic or logistical
convenience, contributes to heighten their
potential vulnerability.

The submarine cable network is a critical
infrastructure whose development depends on
the balance of cooperative and competitive
dimensions and commercial and governmental
logics. Its development takes place at a time
when the Internet is getting segmented along
geopolitical and regional lines (an example of
this is the “splinternet” behind the Great China
Firewall).!

Perhaps like few other geographical areas,
the Indo-Pacific region is a quadrant in which
these contrasting vectors are manifested. They
are fueled both by Sino-American competition
and the emergence of new strategic balances
driven by coalescing regional architectures,
such as the Quad (Australia, India, United
States, Japan) and partnerships like the “Five
Eyes” New Zealand, United
Kingdom, United States, Canada).®

(Australia,

regional survey

The trends described above particularly
concern the Indo-Pacific region, considered
one of the geographic areas with the highest
affected by the
updating  process of

growth rates and most

development and
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infrastructure systems. A dense network of
submarine cables supports the communications
architecture in this vast basin which has
witnessed important structural achievements
for over a century!’.

The lot of cables in the region has
increased by 32% over the past decade, with an
average of more than 50,000 km of cables
developing annually. Remarkably, the region
has some of the longest routes in the world with
an average length per system of 16,600 km.'®

Between 2008 and 2015, the region
recorded a total investment of approximately
US$ 11.8 billion. Four major projects were
realized: UNITY (2010), South-East Asia
Japan Cable (SJC) (2013), Indo-Pacific
Gateway (APG) (2016) and FASTER (2016)."

As in the resto of the world, the
development cable

of new systems in

Indo-Pacific responds to the growing
infrastructure capacity and performance needs
(particularly concerning latency reduction) and
the push for diversification of routes by
content providers and OTT service providers.*

Not only established players such as
American, Japanese and European companies,
but also emerging ones from China (China
Telecom, China Unicom and China Mobile?')
and India (Tata Communications) contribute to
the strong development of the industry. 22
Parts of the United States, China (including

Hong Kong), Japan, Taiwan — and cities
like Singapore, Jakarta, Mumbai, Perth, and
Auckland are the key hubs of a transoceanic
network in which also countries like
Thailandand Chile contribute significantly.?

In 2008, Google acquired a US$ 300
million ownership stake in UNITY cable that

runs from California to Japan. The leading role

in the consortium that owns and operates
UNITY, however is (40%)),
followed by major national

Vodafone’s
the region's
carriers, many of which are state-owned or
with significant stakes owned by governments.
Three years later, in 2011, Google acquired an
ownership stake in SJC, a US$ 400 million
transpacific cable system from California to
Brunei, China, Hong Kong, the Philippines,
Japan, Singapore and Thailand.?*

Ownership composition of this system is
wider than in the UNITY project, with a
significant presence of the two largest
telecommunications operators owned by the
Chinese government (China Telecom and
China Mobile),
operators of Taiwan, Indonesia, Brunei and
Thailand®.

Facebook followed Google's lead in 2013
by acquiring a US$ 450 million ownership
stake in the APG project - a 10,400-kilometer
system connecting China, Hong Kong, Japan,

Singtel and the national

South Korea, Malaysia, Taiwan, Thailand,
Vietnam and Singapore - which entered into
service in 20162°.

In 2014, Google invested an additional
US$ 300 million along with China Mobile,
China Telecom, SingTel, KDDI and Global
Transit to build the FASTER trans-Pacific
cable system between the United States and
Japan, China, and Korea. As for US-inbound
cables, the main ones are the Trans-Pacific
(TPE)
13000km-long new generation high-capacity
system New Cross Pacific (NCP) cable.?’
Major submarine cables to Southeast Asia
include the new Indo-Pacific Gate (APG),
Japanese Southeast Asian Cable (SJC),
Indo-Pacific Cable Network 2 (APCN2), East

Express submarine cable and the
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Asia Crossing (EAC) and City-to-City (C2C).
Chinese companies have acquired significant
capacity in cables between Japan and
North-America, such as Pacific Crossing

(PC-1) and FASTER.

a strategic and yet vulnerable
infrastructure

In its typical structure, at the center of a
submarine cable are optical fibers, hair-thin
glass strands. Data is transmitted as
wavelengths of  light
199,000

second. 2 Each fiber has the capacity to

traveling at
approximately kilometers  per
transmit up to 400 GB of data per second
375 million

telephone calls); a single submarine cable can

(approximately enough for
contain up to 200 fibers.?
Although clad in galvanized steel armor
when laid close to the shore and in shallow
waters to shield them from interference
coming from ships (particularly their anchors)
and fishing, the average diameter of a fiber
optic cable is not much larger than a normal
garden hose with a diameter of about 3 cm.
About 200 submarine cable outages occur on
average cach year. Several incidents have
breaks

substantially hamper

shown that cable cause severe
economic disruption,
international communications, and endanger
the national security of the countries
concerned.*

When a submarine cable is cut or
damaged, the repair is financially expensive
and time-consuming. Depending on the
location of the accident, the availability of a
ship for cable repair, and the weather, a repair
More

complex repairs are generally performed by

takes several weeks to complete.

small submarines specialized in locating and
repairing cuts using robotic arms or, in
shallower waters, by underwater crews. Most
telecom cable owners self-insure their cables
and pay a company, or a consortium, that has
repair ships ready to deploy on a short notice.
This minimizes the cost and timing of such
repairs.  Typically, the repair of a
telecommunication cable can be completed
within 10-15 days from the breakage (the cost
of repairing a power cable joint is much higher
and often takes 40 to 60 days to complete the
operation).*!

What safeguards the global information
traffic is the redundancy built into the system.
Causing massive impacts on the overall
economy would usually require simultaneous
attacks on multiple cable systems. Since there is
more cable capacity than there is traffic, when a
cable Dbreakage occurs, information is
automatically re-routed along other cables. Any
single cable line has been and will continue to
be susceptible to disruption. Building a denser
and more diverse system is therefore a powerful
incentive to ensure sounder security for the

wider communications network.*

Types of damages

Damage can be due to environmental
factors. Also, it can be the result of human
activities unintentional when caused by human
error, or intentional when it is a consequence
of malicious activities.

The most common cause for cables
damage is human error and neglect.
Commercial trawling and bottom dredging
modes account for 40% of cable breaks. An
additional 15% of the damage is caused by

accidental anchoring (for example prompted
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by sea conditions or by emergency drops of an

33

anchor)  without approved  areas.

Hydrocarbon geological development
activities, offshore wind energy development,
hydrokinetic projects, ocean thermal energy
conversion, deep water extraction operations
and other renewable energy projects can be
further cause of damage to the infrastructure.*

Even for this reason, submarine cables are
marked on nautical maps in order to make
fishermen aware of the laying, display and
of cables,

repair through bulletins and

interactive graphics.®

Natural events
The marine environment impact of the

laying of undersea cables is regarded as

relatively low. While the seabed is
undoubtedly  disturbed by burials and
recoveries of the infrastructure, properly

installed fibre-optic cables are thought to have
a neutral to benign effect on the marine
environment. Their small diameter means
“footprint” is small, especially when compared
to submarine pipelines. As cables are
composed of non-toxic materials which remain
stable in the ocean water they can provide
substrates for marine organisms.’® However,
the deep sea is an unforgiving environment
inflicting structural stress to the cables.
Extreme weather can cause serious
damage to submarine cable systems. Such
events affect cables by flooding coastal

facilities, triggering submarine landslides

and forming strong, eroding currents and
waves.’? Rarely icebergs or volcanic activities
cause damage to cables, like in the case of the
hefty January 2022 volcanic eruption in

Tonga. ** Global warming may have

coincidental positive side effects for the
submarine cable business such as newly
arising opportunities to deploy cables in the
Arctic Sea. However, it mainly has negative
consequences and exposes the cables to new
hazards due to rising sea levels; more intense
windiness and wave/current activity; and more
frequent and intense storms, rainfall and floods
especially in coastal areas (where landing

stations are located).*

Earthquakes: Taiwan and Japan
Earthquakes in Taiwan and Japan are
probably the most severe examples in recent
history showing the massive social and
economic impacts that cable outages can have
and the dependence on this infrastructure for

economic well-being.*’

Taiwan

Taiwan is an important hub, not only in
the “greater China”, but also for data traffic
across the entire Indo-Pacific region. In 2006,
the Hengchun Earthquake (magnitude 7.0)
shook the seabed 13 kilometers off the
southern part of the island, in the Luzon Strait,
an area through which 18 submarine fiber
optic cables stood at a depth of 4000 meters.
The quake affected communications in Taiwan,
Japan, South Korea, the Philippines, Hong
Kong, Singapore and Malaysia: half of the
cables were damaged, with major disruption of
data flows in the whole region.*!

Specifically, the earthquake triggered a
submarine landslide near the junction of two
tectonic plates. The landslide and subsequent
turbidity current travelled over 330 km and
caused 19 breaking points in 9 cable systems.

Damages were located in water depths to 4000
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meters and even undamaged cables were
locally mud covered. The cable repair works
involved 11 ships and took 49 days. Banking,
airline bookings, email and other services were
either stopped or delayed, and financial
markets and general commerce were disrupted.
Although most traffic was quickly re-routed
via undamaged cables, some delay was still

apparent even two months after the earthquake.

Over 40% of the global repair ship fleet was

mobilized to restore the infrastructure.*?

Japan
The great earthquake of 11 March 2011 in

the Tohoku Region — in the North-East of the
archipelago - and the resulting tsunami, cut
many of Japan's submarine cables. Albeit
complete restoration of the infrastructure took
several weeks, the effects on traffic were
considerably smaller than in Taiwan 5 years
earlier. While there was some disruption to
international communications due to several
cable breakages, international connectivity
proved surprisingly resilient. +

Although roughly half of the trans-Pacific
cable capacity was crippled, the rest of the
cable systems bore the load of the cables that
were down. Overall, telco network carriers
were able to re-route most of the affected
traffic to avert major disruption to services.
Some leading Japanese sites struggled to stay
available, but access between Tokyo and
regional hubs including Seoul, Singapore and
Taiwan, as well as San Francisco, was not
affected. This was principally due to the wide
geographic diversity of Japan’s submarine
cable network and the multitude of landing
stations on different coasts. The event showed

how important well-planned diversification

and redundancy of the cable network are in

cases of emergency.**

Intentional events
Threats posed by intentional human

activity include sabotage, espionage and

hacking.

Sabotage

A deliberate, well-planned act of sabotage
could knock out a key node or portion of the
cable infrastructure, with countries and even
whole regions potentially suffering
massive economic losses, social disruptions
and jeopardy of domestic security. Acts of
cable sabotage do occur. In 2010, for example,
cable lines were cut near Cagayan de Oro in
the Philippines, and in 2013 Egypt caught
divers trying to cut cables near a landing
station in Alexandria.*’

Sabotage may include theft for profit. In
2007, some 500 km of cables were stolen off
the Vietnamese coast. The copper inside the
cables was removed with serious damage to
the underwater infrastructure. The unsettling
of digital connectivity lasted for three months,
with Internet traffic transiting on satellites and
terrestrial cables. The replacement of the
cables costed the Vietnamese government
US$ 5.8 million, not counting the extensive
damage done to the economy in general and
the reputational setback. Following the episode,
the government launched awareness
campaigns on the importance of submarine
cables for the national economy.*®

Sabotage of a submarine cable can also be
conducted with unmanned remote-controlled
military vehicles equipped with high-resolution

sonar and explosives. However, interference
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at-sea is a very difficult operation. Such an
activity presents a high risk of detection during
the ongoing process. In the case of electric
power cables, it presents the risk of
electrocution.*’ The intervention requires the
availability of special military equipment.
According to some press reports and to some
think-tank briefs, such capacity is wielded by
the United States, United Kingdom, Russia and
China. ¥ The United States, according to
unconfirmed reports, as early as 2005 had
advanced  submarine cable interception
capabilities aboard the submarine USS Jimmy
Carter. The sub is supposedly equipped with a
floodable chamber so to afford divers and

technicians an easy access to the cable.*’

Espionage
The possibility of interference with

undersea cable for espionage purposes was
whistleblower
2013

citing

highlighted by American
Edward Snowden. According to
investigation by The Guardian -
documents provided by the US National
Security Agency (NSA) - the British agency
GCHQ

network of cables carrying the world's phone

"secretly obtained access to the
calls and Internet traffic". According to
documents provided by Snowden, in 2012
GCHQ compromised more than 200 fiber optic
cables and was able to handle 600 million
"telephone events" every day.’® The NSA
allegedly conducted a similar operation called
"Upstream", which would have enabled it to
fiber

cables and infrastructure as data passes.

access 'communications over optic

n51
Russia too is credited with the ability to

interfere at sea. In 2015, US intelligence

said that sensors had

sources submarine

detected Russian submarines near Atlantic
cables: they would operate jointly with a
support ship equipped to transport small
submarine vehicles designed to sever or
damage cables.>?

A 2016 report by the US-based Center for
Strategic and International Studies (CSIS)
think-tank states that "it is likely that" Russian
auxiliary vessels, including remote-controlled
or autonomous underwater crafts, are capable
of manipulating objects on the seafloor and
may also carry communication interception
equipment for tapping into submarine cables
or otherwise destroy or exploit seabed
infrastructure. According to the CSIS, "this
capability could allow the collection of
sensitive traffic carried on transatlantic cables
and/or cyber-attacks against secured computer
systems.">

Also China, whose submarine fleet is
growing as part of its maritime projection
strategy and broader expansion of its armed

supposed to
54

forces, is possess
cable-interference capabilities.

Likely in response to a perceived
espionage/sabotage threat in the Atlantic,
North Sea and Arctic quadrants, the British
Royal Navy is commissioning a surveillance
ship to protect critical cables, citing the risk of
sabotage due to submarine warfare. The new
Multi Role Ocean Surveillance ship will be
fitted with advanced sensors and carry a
number of remotely operated and autonomous
undersea drones for data collection®. The
vessel, staffed by 15 people and due to start
service in 2024, will carry out operations in
both UK and international waters. The unit
will also be able to support with other defense

tasks, including exercises and operations in the
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increasingly contested Arctic waters.¢

While the possibility of interference with
submarine cables on the high seas appears
technically problematic, a more immediate risk
is instead that at landing stations: the physical
points where the infrastructure lands. 1,245

stations  are active

57

landing currently

worldwide. Concentration of landing
stations is due to lack of economic incentive
(cable layouts tend to be conservative and
follow existing routes). Moreover, legal and
environmental constraints contribute to their
concentration. Sites that are insulated from
harmful shipping traffic are in limited number;
and concentration has the advantage of

facilitating interconnection with existing

systems. 38

However, it may  be
disadvantageous in terms of security. Landing
stations are in fact accessible without overly
specialized equipment. The destruction of an
entire landing station — with its equipment for
interconnecting with the land-based networks,
and the multiple submarine cables bridgeheads
in it - could deliver a heavy blow to the overall
network performance of a country’s national

economic system.>’

Hacking

Submarine  cable systems present
significant aspects of vulnerability not only at
the physical level but also in the cyber
dimension. = Commercial  consortia  use
management software that makes it possible to
monitor data traffic, detect faults and modulate
the wavelengths of data transmission.
Although at the same time efficient and
cost-effective, such remote control is
vulnerable both for its large use of common

operating systems such as Linux and Windows

and for its connection to the Internet.®® Thus,

possible hacking scenarios - featuring

penetrations into management systems,
interruption and diversion of data traffic - are
given serious consideration. In a possible
analogy, the 2010 episode of hacking of
Iranian nuclear centrifuges by malware (the
Stuxnet worm) highlights the vulnerabilities of
critical infrastructures relying on
underperforming systems.®!

Managing, supervising and controlling
the communication network the cables belong
overall

to is very important for the

performance. A hacker gaining access to
terminals via IT systems located within cable
landing sites, or to the control systems
managing the fibre-optic wavelengths, could
acquire control over portions of international
data and voice traffic. This could disrupt or
degrade significant portions of an economy’s
cyber infrastructure.®
ek sk

Strengthening the infrastructure from the
aforementioned threats (both accidental and
malicious) requires interventions at various
levels. At a physical level, by raising the safety
level of the cable landing stations. Generally,
the infrastructure is not adequately protected
to avoid damages occurring from accidental
and intentional activities.®> A reinforcement of
protection can be realized by positioning the
landing stations in locations that - in addition

to ensuring shielding from floods, tsunamis or

other meteorological extremes - are also
sufficiently staffed and fortified.**
A higher degree of infrastructure

protection can be achieved also by minimizing
the risk posed by fishing activities by means of
collaboration with the industry. In particular,
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thanks to the regular or constant activation of
automatic identification/monitoring systems of
the vessels (especially fishing vessels) in order
to provide information on what is causing
damage. The insertion of such data in
computer systems - affording the integration of
the geo-location of ships on nautical charts and
on those of cable systems - would bring about
easier and more timely identification modes,
as well as greater clarity on related
responsibilities.®

Finally, a further improvement of the
security level could be attained by virtue of
international

progress of national and

legislation.

Legal Protection and international bodies

The legal regime of submarine cables
does not sufficiently reflects the critical
importance they have acquired, and thus leaves
room for strengthening interstate cooperation
and reviewing the rules governing their
protection. The current juridical regime is
affected by the fact that submarine cables are
largely non-governmental property, do not fly
a national flag and are installed by private

7 Since the consortium business

operators. °
model does not imply a commitment by States
in term of responsibility, that may cause
jurisdiction and accountability problems in
instances of damaged cable repair.®®
There are three international conventions
relevant to legal protection on the high seas:
Protection of
(1884); the

Geneva Convention on the High Seas (1954);

the Convention for the

Submarine Telegraph Cables

and the United Nations Convention on the Law
of the Sea (UNCLOS - 1982).®° To date the
latter Convention has been ratified by 168

parties, which includes 167 states (164 United
Nations member states plus the UN Permanent
Observer Palestine, as well as the Cook Islands
and Niue) and the European Union; many of
the rules contained therein can be considered
as an expression of customary law.”

The Convention for the Protection of
Submarine Telegraph Cables - signed by some
40 States - was the first convention to regulate
the protection of submarine cables. The
Convention focuses only on submarine cables
located on the high seas. Article II makes it a
punishable crime to "break or damage a
submarine cable, intentionally or through
culpable negligence, in such a way as to
hinder

interrupt or telegraphic

communication.”’!

The 1958 Geneva Conference on the Law
of the Sea deals with submarine cables in two
distinct treaties, the Geneva Convention on the
High Seas and the
Continental Shelf. The High Seas Convention

included the

Convention on the

submarine cable protecting
clauses of the 1884 Convention in the context
of "freedom to lay submarine cables", a
fundamental freedom of the high seas
"recognized by the general principles of
international law." Article 27 addresses
damage to cables, but does not explicitly
prohibit intentional damage to the cables. It
"take the

legislative measures" to make breaking a cable
n72

requires states to necessary
a "punishable offense.

The Geneva Convention on the High Seas
also enshrined the legal principle that states
cannot obstruct the laying of cables in
international waters. However, according to
Article 15 of the same Convention, "it is

understood that the provisions of this
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Convention do not in any way prejudice the
freedom of action of belligerents."” Even this
Convention is therefore not applicable to
situations of armed conflict.

The 1982 UNCLOS - a historic watermark
often referred to as the “constitution for the
oceans” - significantly extends the protections
provided to submarine cabling in international
waters. The UNCLOS replaced the Geneva
Conventions of 1958. This pivotal agreement
deals with submarine cables in several sections.
Articles 113-115 replicate the language of the
1958 convention which requires states to enact
national legislation that criminalizes damage
done to cables by ships or persons under their
jurisdiction.”™

Article 79 recognizes the freedom of all
states to lay cables on the continental shelf.
The article states that companies can install
and maintain undersea cables without consent
or permit requirements. However, not all
countries are inclined to abide by zealously. In
fact, some States regularly attempt to obstruct
new undersea cables for political reasons,
adducing reasons such as protecting the marine
environment, preserving energy exploration
contracts, and guaranteeing fishing rights.”

UNCLOS establishes exclusive economic
zones (EEZs), 200 nautical miles beyond the
territorial waters of the states in which they
enjoy sovereign rights, to undertake economic
activities. Among these activities, the
Convention recognizes the freedom of all
states to lay cables also within the EEZ by
extending the protection regime to cables.’®

UNCLOS exceeds part of the Submarine
Cable Convention of 1884, in particular
regarding the right of access on the high seas

but does not prohibit States from treating

submarine cables as legitimate military targets
during the war.”’

Article 113 requires States to enact laws
that criminalize the breaking of submarine
cables by ships carrying their flag. However,
this obligation has not been fulfilled by many of
the signatories to the Convention, and the most
common international penalty is a simple fine’®.

In essence, the current regime reflects the
relatively peripheral role played by undersea
infrastructure in the pre-Internet era and not
the strategic and indispensable role it plays

today in the era of digital connectivity.”

The International Committee for the
protection of cables

So far, there is no international agency
cables. The
International Telecommunications
(ITU) is the UN

information and communication technology

responsible for submarine
Union
agency overseeing
issues, but it primarily deals with standards
in telecommunications and does not currently
seem to be an adequate body for promoting
international cooperation in submarine cable
protection matters.°

The International Cable Protection
Committee (ICPC) is the international body
open in its membership to both private
operators and States (since 2010) that promotes
cooperation to preserve the integrity of the
underwater network. It currently has over 180
members representing 65 countries. Based in
London, the ICPC was originally named Cable
Damage Committee (1958). The name was
changed to International Cable Protection
Committee in 1967. Secretariat functions was
initially carried out by Cable & Wireless with

the British Post Office (BPO) taking over in
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1960. The Secretariat remained continuously
with BPO and British Telecom International
until 1990, when an independent though
part-time Secretariat was finally established.?’
The ICPC

administrations and commercial companies

comprises  government

that own or operate subsea
telecommunications, as well as companies that
have an interest in the subsea cable industry,
including most of the world's leading cable
systems owners and operators of cable vessels.
The ICPC’s main purpose is to help its
members improving the safety of submarine
cables by providing an environment in which
relevant technical, legal and environmental

information can be exchanged.®?

Cooperation and competition

The dialectics of elements of cooperation
and competition characterizes the Indo-Pacific
regional scenario. While the business model of
commercial consortia is a first example of
positive international collaboration, additional
cooperative dimensions play out in climate
change monitoring and in prevention of natural
disasters.

The integration of environmental sensors in
commercial submarine telecommunication cables
is pursued through SMART (Science Monitoring
And Reliable Telecommunications), an initiative
promoted by three United Nations agencies, the
International Telecommunications Union (ITU),
the Oceanographic Commission
Intergovernmental Organization of the United
Nations Educational, Scientific and Cultural
Organization (UNESCO) and the World
Meteorological Organization (WMO). The three
agencies have set up a joint task force named
SMART 2012. The development of the so-called

Cables SMART achieves a combination of the
scientific and commercial telecommunications
perspective. SMART cable projects are carried out
in the exclusive economic zones of the individual
cooperating nations and on the high seas.?3

infrastructure,

The submarine cable

suitably  equipped  with  climate and
seismological sensors, contributes to a global
network for ocean observation and hazard
monitoring in real time, gathering data on
climate change, the state of the oceans and
plays a role in the prevention of natural
disasters. The urgency for early warning
functions for earthquakes and tsunamis
became particularly urgent in particular after
the disastrous tsunami in Southeast Asia on 26
December 2004.34

The integration of environmental sensors
optimized to operate for a minimum of 10
years without maintenance in SMART cables
allows to: (a) obtain long-term measurements
of the ocean floor temperature (to measure
climate trends), pressure (to capture the sea
level rise, ocean currents and tsunamis) and
seismic acceleration (for earthquake and
tsunami warnings).

Importantly, the installation of SMART
cables proactively supports the sustainable
development goals and the goals of the United

Nations Global Compact.®

Undersea connectivity for Pacific Island
States

Alongside this collaborative dimension
there is a competitive one that is fueled by the
China-West rivalry. This is reflected in the
submarine connectivity projects of the Pacific
Island countries. Long considered an area of

exclusive influence of Australia and the United
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States, the Pacific Islands have quickly
become a condominium of competitive
influence with Beijing, which has an

established presence there and intends to

develop major infrastructure  projects.
Noteworthily, the United States is responsible
for the defense of three Micronesian nations -
Marshall Islands, Palau and Federated States
of Micronesia - as stipulated by decades-old
agreements to be renegotiated for fifteen years
in  2023/2024,

Association. Washington fears that Beijing

called Compact of Free
may have access to confidential or military
information. This is especially the case since,
while the Marshall Islands and Palau have
diplomatic
Federated States

relations with  Taiwan, the

of Micronesia instead
recognizes the People's Republic of China.?
The geography of the region, the small
scale of island economies, and the high capital
costs of submarine cables have meant that
most Pacific Islands have long relied solely on
geostationary satellites for internet access.
bandwidth
These

constraints have kept retail broadband prices

Consequently, international

remained expensive and limited.
from being excessively high, discouraging
investment in mobile broadband infrastructure
and curbing the uptake of information and
communications technology (ICT). This in
turn aggravates many of the economic
challenges faced by Pacific Island nations such
as  general geographic isolation and
marginalization, limited economic activity and
integration, high transaction costs, and
vulnerability to economic and environmental
shocks.?’

The ITU identified the

connectivity of island microstates as the key to

international

their economic development and to the
creation of their information society and
emphasized the need to improve ICT
connectivity in the Pacific. An important role
is played by international financial institutions,
in particular the World Bank and the Asian
Development Bank, which have committed
resources for the construction of submarine
systems. %

The international connectivity of the
Pacific microstates has thus significantly
improved over the last decade. While only four
microstates were connected to an international
in 2007,

international cables were built over the next

submarine cable another ten
ten years, bringing fiber-optic connectivity to
eight more for the first time. Ten other
international cables are currently in various
stages of development. In perspective, all
Pacific Island countries will be able to count
on at least one fiber optic access with the

possibility of a second or even third cable.®

The East Micronesia Cable
A major project has recently become a

cause of geo-political controversy. This is the
East Micronesia Cable, supported by the World
Bank and the Asian Development Bank, which
is of importance for the Federated States of
Micronesia and in particular for Nauru and
Kiribati, currently not connected with optical
cables and both eager for an upgrade of their
infrastructure.

Already in July 2020, the United States
had warned some Pacific Island governments
about potential security threats posed by the
Chinese Huawei Marine Systems offer
(US$ 72.6 million). Washington had sent a
diplomatic note to the Federated States of
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Micronesia expressing strategic concerns
about the project (which includes a link with
Guam where the United States has military
installations) which was followed in
September 2020 by the initiative of influential
US Senators Ted Cruz and Marco Rubio. In a
letter addressed to the Micronesian president,
the two Senators highlighted the risk that
China “could make its way into the project to
conduct espionage and geopolitical coercion
campaigns.”?

Three companies participated in the
project, the Japanese NEC, the French Alcatel
Submarine Networks and the Chinese Huawei
Marine. The offers were, however, invalidated
in February 2021.

unrelated to the pressure of the United States,

The decision is not

Japan and Australia, worried that the cables
could be monitored by the Chinese company
whose offer - considered more advantageous
than that of its competitors - positioned it
favorably.’!

The case of the East Micronesia Cable is
epitomic of the distrust with which the US and
Australia view the involvement of Chinese
companies in infrastructure projects. Already
in 2018, Australia excluded Huawei Marine
Systems from the consortium for the
construction of a submarine cable between
Sydney, Papua New Guinea and the Solomon
Islands, although the Chinese company had
already received contracts from the Solomon
Islands. In October 2018, Canberra decided to
finance, together with the United States and
Japan, the laying of a submarine cable to Palau,
the Micronesian state closest to the Southeast
Asian quadrant.®?

According to Australian media, Canberra
with Chinese

looks preoccupation  at

companies’ interest in the telecommunications
market of the Pacific Islands. China Mobile
was particularly interested in acquiring the
Pacific operations of Jamaican Digicel Group,
which controls 91% of the mobile phone
market in Papua New Guinea and is dominant
in Samoa (71%), Vanuatu (65%), Tonga (58%)
and Nauru (52%). However, in late 2021
Australian  telecommunications  company
Telstra bought Digicel’s Pacific operations in a
US$1.6 billion deal largely funded by the
Australian (which
US$1.33 billion of the total value) and seen as

a way to contain China's rising influence in the

Government fronted

region.”?

Greater China
People’s Republic of China

The PRC is the emerging player in the
undersea cable industry not only in the
Indo-Pacific region, but also globally. The
Chinese presence has been strengthening in
2010,

state

particular  since driven by the

participation of telecommunications
companies in various consortia. According to
estimates, Chinese companies participated in
20% of all cable construction projects in
2019,°* more than half of them outside the
South China Sea.*

The know-how of

telecommunications

Chinese
companies in  the
construction and management of submarine
an alternative to the

cables constitutes

previously dominant US, Japanese or
Europe-led consortia. Over the past decade,
Chinese companies have bridged the gap with
American, European and Japanese companies,
developing a significant market share in a

relatively short period of time. By 2019, China
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had become a landing point, owner, or supplier
for 11.4% of the world’s undersea cables,
according to the Institute of Peace and Conflict
Studies and the Netherlands-based Leiden Asia
Center. This proportion is expected to grow to
20% between 2025 and 2030.%

Chinese business is developing in line with
the ambitious objectives of the Belt and Road
project. China Unicom, China Telecom and
China Mobile are co-owners of the new
SeaMeWe-5 cable connecting Europe, the
Middle East and the Indo-Pacific. Chinese
companies have considerable capacity not only
in the manufacturing sector but also in the cable
laying sector. Among them, Huawei Marine,
Hengtong, Yofc, FiberHome, ZTT and Futong.

Being already significant, the Chinese
footprint in the sector is expected to grow. As
in the United States, a leading role is played by
large internet companies in particular for what
concerns the management of data centers.
Companies like Huawei and Alibaba Cloud
develop server, database and cloud storage
services. The global expansion of Chinese
Internet companies is bound to burgeon data
traffic between China and other countries.

China aspires to play a strategic hinge role
between Central Asia (a vast region with no access
to the sea), the Middle East and the Indo-Pacific
region. The double and vast continental and
maritime dimension is an advantage. China has
the largest number of neighbors in the world - 23 -
both at sea and land.

Cross-border terrestrial optical cables
connect it with 12 neighboring countries to the
south, west and north. There are six submarine
cable landing stations along the coast”. In
them submarine

converge large-capacity

cables for the Indo-Pacific, North America,

Europe and Africa: this will facilitate the
synergy between submarine and land cables,
allowing the construction of a Eurasian
information hub on the east-west route.

An additional benefit is the lower transit
latency of traffic from Central Asian and
Middle Eastern countries via China and the
Pacific. It is ten times shorter than that
crossing the United States. In the future, China
therefore intends to vigorously develop
transfer services from Eastern Eurasia (Europe,
Russia, Central Asia, the Middle East and
South Asia) to Japan®®, South Korea, Hong
Kong, Macau, Taiwan and the Southeast. Asia
and beyond to the Pacific.

Connectivity projects within the Belt &
Road and addressed to Southeast Asia
(Myanmar, Thailand, Singapore, Laos), South
Asia (Pakistan, Nepal) and Central Asia
(Kazakhstan and Uzbekistan) are aimed at
channeling flows towards Indo-Pacific through
the integration of land and submarine cables.

Finally, the Chinese play a prominent role
in terms of definition of standards -
particularly in the ITU sphere - regarding
pricing and the development of the integration
method between submarine and terrestrial

networks.

Huawei Marine Systems
In the Chinese

Huawei Marine Systems

industrial ecosystem
(HMS) receives
considerable attention. As the joint venture of
the technology giant Huawei with the British
company Global Marine Systems, HMS has
been involved since 2008 in about thirty
projects around the world (laying cables,
strengthening capacity, landing, etc.). Huawei

Marine Systems is particularly active in Africa
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where it is engaged in the construction of eight

new cable systems (six new and two
pre-existing).” In 2020, Huawei Marine was
acquired by the Chinese group Hengtong.'®

In the Indo-Pacific, HMS was awarded a
tender in February 2020 for the construction of
a connection between the Maldives and Sri
Lanka. In 2017

commissioned to build cables

the company was also
connecting
Malaysia, Cambodia and Thailand, and to set
up a national broadband transmission network
for Papua New Guinea, and partner with LTI
on a cable project in Indonesia.!’’ Among
recently completed cables systems there is a
joint venture with Ooredoo in the Maldives.'??

In consideration of its extraordinarily
affordable installation prices, HMS is suspected
of operating thanks to state subsidies.'®® The
company has repeatedly rebuked criticism for
opacity of the ownership structure and close
relations with the Government and the Chinese

Communist Party.!%

Hong Kong

Due to its geographic location and

international openness, Hong Kong has long

been considered as a major

telecommunications hub in Indo-Pacific region.

With more than 30 Tbit/s of international
bandwidth traffic connected last year, Hong
Kong is Asia's second-biggest hub behind
Singapore. 11 fiber optic submarine cable
systems, 20 terrestrial fiber optic cables and 11
communications satellites connect Hong Kong
to the rest of the world.'%

However, 2020 has been a watershed year
with political developments in the Hong Kong
Special ~ Administrative

Region  risking

diminishing its role, following the introduction

of a national security law in July 2020.
Resulting Western concerns about Beijing’s
potential interference into data traffic may thus
put in question Hong Kong’s future as a
first-tier trans-Pacific landing point.!%

The US Government’s

commercial

pressure on
operators and consortia has
discouraged
intended to link the United States with Hong

Kong. This was the case in 2018 of the Hong

the development of projects

Kong-Americas system, a cable of over 13,000
km connecting California, Taiwan and Hong
Kong. The project involved Facebook, Tata
Communications, Telstra, China Unicom and
China Telecom Global Limited. A year later, in
2019, Facebook and Amazon withdrew their
interest in the Bay-to-Bay Express Cable
System, a cable system to connect Singapore,
Malaysia, Hong Kong and the United States.'%’
Tellingly, the US Federal
Communications Commission, following an
intra-agency coordination, has vetoed the
laying of a cable between the United States
and Hong Kong by the consortium Pacific
Light Cable Network (PLCN) which is
co-owned by Facebook and Google.!%®
Spanning 12,800 kilometers, the PLCN
between Hong Kong

and Los Angeles

incorporates  the  latest  long-distance
transmission technology, ensuring the largest
total capacity - 144 terabits per second - of all
fiber optic cable systems in Indo-Pacific.
However, the Trump administration
blocked its approval because one of the main
owners of the project, Pacific Light Data Co, is
a subsidiary of the Chinese TLC service
provider Dr. Peng Telecom & Media Group.
From Washington’s perspective, the Hong
Kong “would

landing site expose US
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communications traffic to China's intelligence
gathering.”!%

American approval was instead secured
for the construction of those segments of the
project linking the United States, Taiwan and
the Philippines. These segments are owned and
controlled separately by regional branches of
Google and Facebook.!?

Yet, all things considered, Hong Kong's
long-standing and solid status as a hub within
Asia is not necessarily imperiled. The
transpacific market makes up only a small
portion of Hong Kong's undersea bandwidth,
with only one main cable, the Asia-America
North

America. Hong Kong's position is therefore

Gateway, connecting directly to
unlikely to experience a reversal in the near
future due to its established and robust
connectivity with other cities in
Indo-Pacific.'!
In prospect, the consolidation and future
development of Hong Kong's position as
a hub for regional data traffic appears to be
linked to PRC-conceived projects. Among
these stands out one developed by the Asia
Direct Cable consortium - promoted by China
Telecom, the main Chinese network operator -
which completed a 9,400 km cable system
connecting the PRC and Hong Kong with
Japan, the Philippines, Vietnam, Thailand and

Singapore.!!?

Taiwan

Geography makes Taiwan a strategically
important hub in the dense network of
submarine cables in the Indo-Pacific and an
ideal location for data centers of major IT
platforms like Google. There are 16 cables,

among those already operational and soon to

be functional, that arrive on the island from
and to the PRC (4 cables), Japan, Republic of
Korea, Philippines, Australia, United States.
Branching out in Southeast Asia and towards
the Strait of Malacca, this complex network of
cables also connects Taiwan with the Persian
Gulf area, Africa and Europe.'!?

There are seven cable-landing stations in
Taiwan; Five are located in the north-western
and eastern shores, respectively in Tamsui and
Pali, near Taipei, and in Yilan, which is on the
northeast coast of the island. The other two are
located in Toucheng, near Taiwan’s southern
city of Kaoshiung. Due to their strategic
importance, the landings are guarded by the
military.''*

In the Indo-Pacific, Taiwan contributes to
the infrastructure construction mainly through
the contribution of its telecom operators. For
example, Chunghwa Telecom has stakes
among others in Taiwan Straits Express,
APCN-2, Indo-Pacific Gateway, New Cross
Pacific and SeaMeWe-3 (a cable that has also
an Italian port in Sicily’s Mazara del Vallo).!!
benefit from  the

complicating political situation in Hong Kong

Taiwan  could
events. Google has long been developing its
operations on the island where three of its four
regional data hubs are already operational (the
fourth is located in Singapore). In 2020, the
American company acquired approximately
200,000 square meters of land in Douliu, in
central Taiwan and plans to start operations
around 2022. The estimated investment is worth
US$ 681 million. Google explained its choice
of Taiwan on the account of the island's
"geographic advantages", as Tina Lin, the
company's regional general manager, said.!'¢

The two previous centers already operational
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are in Changhua (2013) and in Tainan (2019).!"7
Conclusions

The submarine cable industry, has so, far
successfully met the growing demand for
global high-speed and bandwidth connectivity.
The undersea infrastructure network has
proved, with occasional exceptions, to be
remarkably reliable and resilient.

Yet, in light of the expected next stage of
development, global networks need to become
even more robust, resilient and equitable. The
future development of the Internet will depend
on the level of investments in submarine cable
systems. Development of cable systems should
not be seen in isolation. As the oceans become
subject to intensifying spatial pressures
(acceleration of shipping, intensive fishing,
underwater mining, energy projects; etc.)
development strategies for the cable industry
should be factored into a wider environmental
negotiation.

Unquestionably, the expansion of the
submarine infrastructure in the Indo-Pacific
region will take place in a context
characterized by the dialectics of collaborative
and competitive drives resulting in geopolitical
tension.

The global undersea cable infrastructure
is expected to grow speedily, driven by
individual data traffic as well as by
technological upgrade. Indeed, individual need
for speed and rate of consumption of data
online are growing exponentially. The
Covid-19 pandemic has been a powerful

accelerator of this trend.''®

Indo-Pacific
In the Indo-Pacific region, development

of data center construction is forecast

particularly in Southeast Asia (Singapore and
Indonesia), South Asia (India) and greater
China (including Hong Kong and Taiwan).
Finally, as 40% of submarine cables in
operation were laid in the early 2000s and
since a cable's lifespan is approximately 25
years, many systems will be undergoing a
progressive replacement phase.

The Indo-Pacific was the second fastest
growing region globally for international data
traffic over the period 2016-2020, with a 40%
rise. Forecasts for data growth in Indo-Pacific
are 30% annually for the next decade. The
traffic dynamics within this vast basin are
therefore experiencing a phase of very strong
development.'"?

Much of this growth comes from the
burgeoning Internet expansion in emerging
markets such as India, Indonesia and Vietnam.
In 2020, for the first time

Indonesia-Singapore

ever, the
route surpassed the
China-US route as the largest internet route in
the region, becoming the busiest connection in
Asia, carrying more than 14 Tbit/s. Just six
years ago, intra-Asian bandwidth occupied less
than half of the region's total capacity.

Although the role of States and
multilateral financial organizations is in flux,
the development of the infrastructure is
expected to maintain its mainly private and
commercial character. As for the proprietary
profile, the traditional consortium formula will
be flanked by the "single ownership" paradigm,
which reduces administrative complexity and
simplifies network operations.

Digital giant companies will play a
spearheading  role, accompanying and
promoting an acceleration of infrastructural

development with the commissioning of a new
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submarine cable every year. The growth trend
recorded in the region in the last decade is
therefore set to consolidate: 10 new plants are
planned by 2023 with a potential of over
124,000 kilometers of additional cables. With
an average length of approximately 14,700
kilometers, these systems will contribute to the
diversification of routes and the expansion of
their capacity and the overall resilience of the
infrastructure.'?

The United States, Japan, Hong Kong and
Singapore are destined to remain the dominant
hubs of the region, with the development of
secondary hubs (including Vietnam, Indonesia,
Taiwan). Actors like China and India will
assume a first-tier role, the former particularly
as a hinge for East-West data traffic.'?!

Concerning security, the average level of
protection to the cable infrastructure by the
Indo-Pacific economies can be described as
“improvable”. Opportunities do exist for
international cooperation and alignment for the
sake of preventing cable disruptions and
mitigating the impact on data connection for
the end users.

To date, only a few APEC member
economies have set up a dedicated strategy for
the protection of submarine cables and
mitigation of impacts. These initiatives are
mainly part of larger strategies to strengthen
the resilience of different facilities defined as
“critical infrastructure.”!??

Stronger cooperation and alignment of
intents are needed throughout APEC in order
to pursue consensus - and convergence - on
creating a common framework for submarine
cable protection and mitigation. A framework
which should take the trans-border nature of

the systems into consideration.!

In terms of safety, the new generation of

cables has the potential to enhance its

functionality not only as a mere data
transmission tool but also as an autonomous
information acquisition system through the

124 Functions can

employment of sensors.
range from early warning of seismic events to
monitoring the ocean environment, and to the
self-protection of the infrastructure in the face
of hostile agents'?’.

legal innovation emerges as a further area
of cooperation, with a need for qualitative
leaps that could be addressed by a new
international treaty making undersea cable
interference an internationally prosecutable
crime. Regional architectures — such as APEC
— could provide platforms for discussion and
could a wvaluable contribution to the
elaboration a more advanced regime for the
protection of underwater infrastructure.
International organizations such as ICPC could
also play an important role, as it is a forum
where all relevant stakeholders including cable
operators and economies are represented and

can discuss current cable protection issues.'?°

kokk

Industry initiatives are underway to:

* optimize funding through consortia
involving both commercial operators
and development banks;

* streamline the programming of new
systems by speeding up the phases of
approval of submarine cable routes and
assessment of their environmental
impact;'?’

« reduce the impact of fishing and navigation,
activities which cause the majority of

underwater infrastructure accidents;
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 augment the level of physical protection
of the infrastructure by strengthening
supervision and protection, also in the
legal sphere;

* coordinate infrastructure maintenance

activities.

A more coordinated effort is required by
industry and states for:
* Securing the UNCLOS parties’
commitment to the harmless passage
for ships carrying out repairs.

* Establishing single governmental points
of contact for repairs and emergencies.

» Furthering best practices such as the
so-called cable protection zones. 128
These areas are off-limits for anchoring
and fishing, enjoy enhanced monitoring
by security forces and carry severe
penalties for violations 129 . In
particular, those of Australia and New
Zealand can serve as a model.130

* Minimizing the lead times for issuing
cable repair permits, particularly in
areas - like the South China Sea -
where conflicting maritime border
claims exist.

* Refraining from charging commissions
for the exercise of cable repairs.

 Simplifying the planning of new plants
by accelerating the stages of approval
of routes and the assessment of their
environmental impact.

* Criminalizing intentional or even
accidental damage to the cables (in
compliance with the UNCLOS, where
applicable).

* Establishing legal liability for tort for all

those who intentionally or negligently

damage cables and mandating
insurance for shipowners.
* Buttress the

physical and cyber

protection of landing stations by
strengthening their security and legal

shielding.

skkok

The further development of the submarine
infrastructure in the Indo-Pacific region will
take place in a context characterized by
collaborative and competitive drives and by
growing geopolitical tension.

Ultimately, the challenge for the
submarine cable industry in the Indo-Pacific
to accommodate the

lies in its ability

cooperative and entrepreneurial outlook of the

commercial consortia charged with
infrastructural development  with  the
conflicting  geo-political  gameplans  of

like-minded actors (USA, Europe, Japan,
Australia, India) and the People's Republic of
China. A particularly complicating factor will
be the role and the agenda of the new players:
the tech giants which are going to be propelled
into State-driven geopolitics.
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Map n.1. Network of submarine cables in Northeast Asia and Southeast Asia.

source: Maritime Awareness Project

Map n.2. Network of submarine cables across the Pacific Ocean.

source: Maritime Awareness Project
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network”, Contemporary Security Policy, Vol.
42, No. 3, 2021, pp. 400-403.

127 Unlike oil and gas pipelines, submarine
cables have less impact on the underwater
environment, particularly in the laying and
subsequent operation phase.

128 Within these areas all anchoring, trawling and
most types of fishing are prohibited in order to
prevent damage to cables. In New Zealand,
ships that violate these rules are subject to
fines of NZ$ 100,000. Australia's financial
sanctions framework (Telecommunications Act
1997) is even stricter.

129 A feature of these areas is that all ships
within them must transmit their positions to
the local Coast Guard who monitors them with
coastal radars, surveillance aircraft, drones and
patrol boats.

130 New Zealand in particular relies on just three
cables for all international data traffic.
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Recent Trends in Response Measures against Climate Change and
Sea Level Rise on Fongafale Island, Capital of Tuvalu

Nobuko NAKAMURA  Hajime KAYANNE

Abstract

Fongafale Island, the capital Island of Tuvalu in the South Pacific, faces the threats of climate change,
sea level rise, and environmental pollution caused by population growth. Regarding adaptation measures
against sea level rise, Japan's SATREPS project, which began in 2008, proposed ecological engineering
adaptation measures using coral and foraminiferal sand. JICA also implemented a gravel beach nourishment
project. However, when we visited the site in 2020, we found that a large-scale reclamation and
hard-protection plan by GCF was underway. This report discusses the reclamation and hard-protection plan
and its problems as seen from the field visit, as well as issues regarding climate change adaptation measures

and international support for Small Island Developing States.

Key words: Sea Level Rise, Tuvalu, Ecological Engineering Adaptation Measures, GCF, Reclamation and

Hard-Protection
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China's Recent Activities in Antarctica: The Example of the Proposal to
Establish an Antarctic Special Management Area
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Abstract

China has become increasingly active in the polar regions in recent years. Since 2013, China has
sought to establish an Antarctic Special Management Area in the vicinity of the Kunlun base near Dome A.
This paper argues that China's proposal is not a political issue, but that the debate at the Antarctic Treaty
Consultative Assembly may stem from doubts about whether it meets the provisions of the Antarctic Treaty

Protocol on Environmental Protection.
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UNCLOS and Sea Level Rise

Eka HIGUCHI = Mai FUJII

Abstract

This paper evaluates the legal response to sea level rise under UNCLOS. In Section 2, it surveys the
articles in UNCLOS that could possibly relate to sea level rise. Section 3 examines existing positions taken
by scholars and international bodies such as the International Law Association (ILA) and International Law
Commission (ILC). Given that these two bodies conclude that UNCLOS is currently unable to resolve the
concerns of coastal states about sea level rise, Section 4 summarizes existing legal challenges and proposes

future options regarding the effects of sea level rise.
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% Trend of MPAs in the World (2000 - 2021)
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Promoting Sustainable Ocean Management in
Small Island Countries of the Pacific and Indian Ocean :
Success Factors and Challenges Learned from the
Case Study of the Samoa Ocean Strategy

Masanori KOBAYASHI

Abstract

In promoting economy and economic recovery through sustainable use of marine resources and eco-
nomic recovery (blue economy/blue recovery), increasing attention is given to marine spatial planning
including marine protected areas and area based management tools. In order to coordinate diverse and
intensive ocean uses, it is deemed effective to develop marine spatial plans including mapping of ocean and
coastal resources and their uses, and to establish marine protected areas based on such plans. This article
examines the challenges and prospects for consensus building, compliance and enforcement, and finance in
reference to the case study of Samoa.
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