—EH

(D Lowy Institute Asia Power Index 2023 Edition.
https://power.lowyinstitute.org/data/military-capability/.

(2) O —Hov 774 FoETRIEIN " - LEFV, v 7 ORHT R
FATH o7z, 1SS. The Military Balance 2022. Routledge, 2022.

3  ZO=Z—#0v 774 FDGCDPIF—/\—Of i, v 7OGDPIE—KALOOMH F v

TH o7z, IISS, Ibid.

(4)  wFRLECEE, 1SS, Ibid. X b EHEG,

(5) Zabrodskyi, Mykhaylo, et al. “Preliminary Lessons in Conventional Warfighting from
Russia’s Invasion of Ukraine: February—July 2022.” RUSI Special Report, Royal United Services
Institute, 30 November 2022, https://static.rusi.org/359-SR-Ukraine-Preliminary-Lessons-Feb-
July-2022-web-final.pdf.

(6) Zabrodskyi, et al., Ibid.

(7) v T AFITE T B BB OHEIC O T, Institute for the Study of War.
UKRAINE CONFLICT UPDATES.
https://www.understandingwar.org/backgrounder/ukraine-conflict-updates. % £,

(8) i LEicE T 2RI D\ Tld, Pedrozo, Raul.“Russia-Ukraine Conflict: The War at Sea.”
International Law Studies, vol. 100, 2023, https://digital-
commons.usnwc.edu/cgi/viewcontent.cgi?article=3038&context=ils. % Zif,

9) ZxbFue 7EIEMHIFET Y2 AEEHYRE X (HY A v x2—) &
https://twitter.com/FedorovMykhailo/status/

1497642156076511233

(10)  Fendorf, Kyle. “The Dynamics of the Ukrainian IT Army’s Campaign in Russia. ”
LAWFARE, Lawfare Institute, 15 June 2023, https://www.lawfareblog.com/dynamics-ukrainian-
it-armys-campaign-russia.

(11)  /NRIE TY 27 Z 4 Ffatkic A 2 v o7 o/ Akig | TEERR@E] N5, —O—LiF
—H. =J/\H. https://www2.jiia.or.jp/kokusaimondai_archive/2010/2017-01_005.pdf?noprint.

(12)  Hoffman, Frank G. Conflict in the 21st Century: The Rise of Hybrid Wars. Potomac
Institute for Policy Studies, 2007, p. 28,
https://www.potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108.pdf.

(13)  FEHEIFHIN2014 4E 2 ) 3 T RGBS BT 254 7Y v FEROZ % | TR g i 7t ]
— - & — 5 . - O - - i N H .
https://www.mod.go.jp/msdf/navcol/assets/pdf/ssg2022_06_03.pdf,

(14)  Edelman, Eric S. “The Pros and Cons of Deterrence by Disclosure’.” The Dispatch,
21 February 2022, https://thedispatch.com/article/the-pros-and-cons-of-deterrence-by/.



(15) Sonne, Paul, et al. “Russian troop movements near Ukraine border prompt concern in
U.S,, Europe. ” The Washington Post, 30 October 2021,
https://www.washingtonpost.com/world/russian-troop-movements-near-ukraine-border-
prompt-concern-in-us-europe/2021/10/30/c122e57c-3983-11ec-9662-399cfa75efee_story.html.

(16) Harris, Shane, and Paul Sonne. “Russia planning massive military offensive against
Ukraine involving 175,000 troops, U.S. intelligence warns.” The Washington Post, 3 December
2021, https://www.washingtonpost.com/national-security/russia-ukraine-
invasion/2021/12/03/98a3760e-546b-11ec-8769-2f4ecdf7a2ad_story.html.

(17)  US Department of State. Secretary Antony J. Blinken at a Press Availability. 7
January 2022, https://www.state.gov/secretary-antony-j-blinken-at-a-press-availability-11/.

(18)  The White House. Remarks by President Biden Providing an Update on Russia and
Ukraine. 18  February 2022,  https://www.whitehouse.gov/briefing-room/speeches-
remarks/2022/02/18/remarks-by-president-biden-providing-an-update-on-russia-and-ukraine-
2/.

(19)  Soldatkin, Vladimir. ‘More than 10,000 Russian troops returning to bases after drills
near Ukraine -Interfax. 7 Reuters, 25 December 2021,
https://www.reuters.com/markets/europe/more-than-10000-russian-troops-returning-bases-
after-drills-near-ukraine-2021-12-25/.

(20)  The Ministry of Foreign Affairs of the Russian Federation. “Foreign Minister Sergey
Lavrov’s working meeting with President of the Russian Federation Vladimir Putin, Moscow,
February 14, 2022.” 14 February 2022,https://mid.ru/en/foreign_policy/news/1798349/.

(21)  “Zelensky hastily fled Kiev, Russian State Duma Speaker claims. ” TASS, 26 February
2022, https://tass.com/politics/1411855.

(22) ¥ v v 2 % — K #E K X 3 7 =4 27 v s %K
https://www.facebook.com/watch/?v=624877852076446

(23) L v AF—KiHEESM & OBERERE L 724 7 VEEEE=2 - X7 EF
¥ v %2 A | Press TV | o X (H Y 4 v %2 — ) %
https://twitter.com/PressTV/status/1499910982935715843

(24) TAHRAVTZFA—vavicowTiE, EEFRSERLH- 2, fIPFIME K
FRE“NE» DT 4 A4 v 7 A=y a VITiz %z | ~F 4 N—2EROEHREFOE -~ ]
O H. https://www.spf.org/security/publications/20220207_cyber.html % £,

(25)  Microsoft. “An overview of Russia’s cyberattack activity in Ukraine.” Special Report:
Ukraine, 27 April 2022,
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd.

(26)  Ibid. Microsoft, Special Report: Ukraine, p. 5.

(27)  TIbid. Microsoft, Special Report: Ukraine, p. 6.



(28)  Microsoft. Defending Ukraine: Early Lessons from the Cyber War. 22 June 2022,
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE50KOK.

(29) Ibid. Microsoft, Special Report: Ukraine, p. 7.

(30)  Microsoft Digital Security Unit, et al. “Destructive malware targeting Ukrainian
organizations. Microsoft  Security  Blog, Microsoft, 15 January 2022,
https://www.microsoft.com/en-us/security/blog/2022/01/15/destructive-malware-targeting-
ukrainian-organizations/.

(31) Microsoft Threat Intelligence.“Cadet Blizzard emerges as a novel and distinct Russian
threat actor. ” Microsoft  Security  Blog, Microsoft, 24 June 2023,
https://www.microsoft.com/en-us/security/blog/2023/06/14/cadet-blizzard-emerges-as-a-
novel-and-distinct-russian-threat-actor/.

(32)  CSIRT MON (F—7 v FEPIEa v ¥ a— 2 —HEMNEF — L) “ANALYSIS OF
THE CYBERATTACK ON UKRAINIAN GOVERNMENT RESOURCES.” 22 January 2022,
https://csirt-mon.wp.mil.pl/pl/articles/6-aktualnosci/analysis-cyberattack-ukrainian-
government-resources/.

(33)  Hopkins, Valerie. “ A hack of the Defense Ministry, army and state banks was the largest
of its kind in Ukraine ~ s history. © 7The New York Times, 15 February 2022,
https://www.nytimes.com/2022/02/15/world/europe/ukraine-cyberattack.html.

(34)  Ibid. Microsoft, Special Report: Ukraine, p. 7.

(35)  Ibid. Microsoft, Special Report: Ukraine, p. 7.

(36)  Ibid. Microsoft, Special Report: Ukraine, p. 12.

(37)  Ibid. Microsoft, Defending Ukraine, pp. 7-9.

(38)  Microsoft Threat Intelligence. “New “Prestigeransomware” impacts organizations in
Ukraine and Poland. ”  Microsoft Security Blog, Microsoft, 14 October 2022,
https://www.microsoft.com/en-us/security/blog/2022/10/14/new-prestige-ransomware-
impacts-organizations-in-ukraine-and-poland/.

(39)  Burt, Tom. “Malware attacks targeting Ukraine government. ” Microsoft On the
Issues, Microsoft, 15 January 2022, https://blogs.microsoft.com/on-the-
issues/2022/01/15/mstic-malware-cyberattacks-ukraine-government/.

(40)  TIbid. Microsoft, Defending Ukraine, p. 9.

(41)  OneTrust DataGuidance. Ukraine: Parliament passes draft law on cloud services. 18
February 2022, https://www.dataguidance.com/news/ukraine-parliament-passes-draft-law-
cloud-services.

(42)  Viasat. KA-SAT Network cyber attack overview. 30 March 2022,
https://news.viasat.com/blog/corporate/ka-sat-network-cyber-attack-overview.

(43)  Willuhn, Marian.“Satellite cyber attack paralyzes 11GW of German wind turbines.” pv



magazine, pv magazine group, 1 March 2022, https://www.pv-
magazine.com/2022/03/01/satellite-cyber-attack-paralyzes-11gw-of-german-wind-turbines/.

(44) NETBLOCKS. Internet disruptions registered as Russia moves in on Ukraine. 24
February 2022, https://netblocks.org/reports/internet-disruptions-registered-as-russia-moves-
in-on-ukraine-W80p4k8K.

(45)  EERC [FHEE» O hiza v T - v 7 74 F %] GESERE [V 2 7 4 S
EERD O R voh—T Y 2 VRO NE—] SCRIE,. ~O—=F, ~Ot~—N=HZ
i,

(46) /NRIETw T OGPSRA 7' —7 4 v 7)1 ) HAEBMENEH [F2 b - 7—F v o
oy 7oRYE] ~O_OF, th~/VULH,

(47)  HawkEye360. HawkEye 360 Signal Detection Reveals GPS Interference in Ukraine.
Cision, 4 March 2022, https://www.prnewswire.com/news-releases/hawkeye-360-signal-
detection-reveals-gps-interference-in-ukraine-301495696.html.

(48)  “Russia Expands GPS Signal Jamming to 15 Regions.” The Moscow Times, 5 May
2023, https://www.themoscowtimes.com/2023/05/05/russia-expands-gps-signal-jamming-to-
15-regions-a81049.

(49)  EIRKE [V 27 74 FEE—FH - BiIE REOWSE—] XEHEK, —~O—_—"4, =0
=~=""0H,

(50) DJItkv =744+ htps://www.dji.com/jp/d-rtk/info

(51)  Davenport, Christian. “Commercial satellites test the rules of war in Russia-Ukraine
conflict. ” The Washington Post, 10 March 2022,
https://www.washingtonpost.com/technology/2022/03/10/commercial-satellites-ukraine-
russia-intelligence/.

(52)  Antoniuk, Daryna. “Ukrainian charity buys satellite for the army. How will it help fight
against Russia? ” The Kyiv Independent, 27 August 2022,
https://kyivindependent.com/ukrainian-charity-buys-satellite-for-the-army-how-will-it-help-
fight-against-russia/.

(53)  Ibid. &,

(54)  Dastin, Jeffrey. “ Ukraine is using Palantir’s software for ‘targeting,” CEO says.”
Reuters, 2 February 2023, https://jp.reuters.com/article/ukraine-crisis-palantir-
idCAKBN2UCO010.

(55)  Ibid. Davenport.

G56) 7xFm Z7EIEH®ET Y2 AMEYEREX (HY A v x—) K&
https://twitter.com/FedorovMykhailo/status/1497543633293266944

6D <~ =2 7 K X (®BH v 4 v x - ) &
https://twitter.com/elonmusk/status/1497701484003213317



(58)  Ibid. EE,

(59)  Parker, Charlie.“Uber-style technology helped Ukraine to destroy Russian battalion.”
The Times, 14 May 2022, https://www.thetimes.co.uk/article/uk-assisted-uber-style-
technology-helped-ukraine-to-destroy-russian-battalion-5pxnh6m9p.

) v 7z 7 4 F H K A& X (H Y A4 v 2 — ) & H
https://twitter.com/DefenceU/status/1524438980191731717

(61) Hammes, T.X. “Game-changers: Implications of the Russo-Ukraine war for the future
of ground warfare. 7 Issue  Brief  Atlantic  Council, 3 April 2023,
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/game-changers-
implications-of-the-russo-ukraine-war-for-the-future-of-ground-warfare/.

(62)  FEL i, KEE [HIc BT 20 ORRE—a v T - 72 74 Filf%» bR 2
NATY y VG OH R —] SRS [ 7 74 FBSF R BERDO VO r—T Y 20
RHRDE IR —] CEHE, —O—=#, —Hi~—/\OHZHK,

(D L7 eNATY y NIRRT Lzskame LC. BT [~4 70y Fili%—uo
> 7 OF L WEFEEE— ] S BOE, O —F e, MR [Bfo o 7 o HEEIR] b
CEFE. O, B, KEE [T L R34 =2/ “Hrpifi, CliHA%
SFhiav ] [Wedge] ==%——5%, —“O=—F—_H., ZlU~_tHZMH,

(2)  Ibid. /MR AOH,

(3) Mattis, James N., and Frank G. Hoffman. “Future Warfare: The Rise of Hybrid Wars.”
Proceedings, USNI, November 2005,
https://www.usni.org/magazines/proceedings/2005/november/future-warfare-rise-hybrid-wars.

(4) Headquarters Department of the Army. FM 3-0, Operations. February 2008,
https://army.rotc.umich.edu/public/resources/FM3-0Operations(FEB08).pdf.

(5) Krekel, Bryan, et al. Capability of the People/X/fs Republic of China to Conduct
Cyber Warfare and Computer Network Exploitation: Prepared for The US-China
Economic and Security Review Commission. 9 October 2009,
https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-030.pdf.

6) US Department of Defense. Quadrennial Defense Review Report. February 2010,
https://dod.defense.gov/Portals/1/features/defenseReviews/QDR/QDR _as_of 29JAN10_1600.
pdf.

(7) Kiihko, [lmari. “The Evolution of Hybrid Warfare: Implications for Strategy and the
Military Profession.” The US Army War College Quarterly: Parameters, US Army War
College, vol. 51, no. 3, 25 August 2021,

https://press.armywarcollege.edu/cgi/viewcontent.cgi?article=3084&context=parameters.



(8) NATO. Wales Summit Declaration. 5 September 2014,
https://www.europarl.europa.eu/meetdocs/2014_2019/documents/sede/dv/sede240914walessu
mmit_/sede240914walessummit_en.pdf.

9) oy 7OBERBa 2T EANLTY v FEESIC DWW TiX, Clark, Mason.“Russian
Hybrid Warfare.” Military Learning and The Future of War Series, ISW, September 2020,
https://www.understandingwar.org/sites/default/files/Russian%20Hybrid%20Warfare%20ISW
%20Report%202020.pdf.

(10) wy7HEOBMRE 2 v 7 McowTit, o RFEME HERRBOZL O 4 N —ik—
HHRAE v > 7 oefi—) Bltt. —O——FZ%MK,

(11 lFepacumos B.B. HeuHOCTHSOD HayKwu B
npensuneunuun.HoBsre BBl 3 O B bI TpebywT
epeocCMBCAUTDL POPMBL U CHOCOOB BegeHUs O00e€eBBHX
neitcTeuil /Boenno-npoMbmaeHnHusit Kypbep, 2013, No.8
(476).

(12) hz7I7vE7 - F27FY Vv EMRRPEPICOVTIEERID 2720, KfEcid=
ve7 L7,

(13) vy 7oi&av o=t onTlt, Vasara, Antti.“Theory of Reflexive Control:
Origins, Evolution and Application in the Framework of Contemporary Russian Military Strategy.”
Finnish Defence Studies, no. 22, 2020,
https://www.doria.fi/bitstream/handle/10024/176978/Vasara_FDS22_Theory%200f%20Reflex
ive%20Control%20%28web1%29-1.pdf?sequence=3&isAllowed=y.

(14)  WIPERMME THRE» S DF 4 24 v 7+ A —va viclEzrz | ~% 4 N—2EBolE
WEHEMEFoBWH~] O % = H. 1L HZS W, htps://www.spf.org/global-
data/user172/cyber_security_2021_web1.pdf

(15) K [EH#SG L %% 2 3 4 N =22 “HSFRf,. ClRHAZFN ] [Wedge) =
=&——5, “O-_—F—"H, “N~—"tHZMK,

—E.—HI

(D NEIFRARFAEN - 4 7 X—v a3 v &5k 5 o PRPAEMEEARGHE | —O—/NFE—
H = HRERERIE,

(2) NATO. “ Topics: NATO ’ s response to hybrid threats. ” 8 August 2019,
https://www.nato.int/cps/en/natohq/topics_156338.htm?selectedLocale=en.

3) NATO. “The Secretary General’s Annual Report 2019.” 19 March 2020, p. 29,
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/3/pdf_publications/sgar19-en.pdf.

(4) AVATL—vaviid, (bt TRE] 2BKRTI5ETH L. ATLHEDD
Pl kR c N THEE 2 S BHREE L2 > A7 L2189, ) B [TFHER. N L



—XHEDLEMa v AT L — v a v ] JAXAFHMAMER., ~O—JEH =/ H,
http://www.isas.jaxa.jp/feature/forefront/190226.html,

(5) Amies, Nick. “NATO includes threat of cyber attack in new strategic concept document.”
Deutsche Welle, 14 October 2010, https://www.dw.com/en/nato-includes-threat-of-cyber-

attack-in-new-strategic-concept-document/a-6072197.

(6) NATO. “The Secretary General’'s Annual Report 2019.” 19 March 2020, p. 31,
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/3/pdf_publications/sgar19-en.pdf.

(7 U.S. Department of Defense.“Transcript: Secretary of Defense Lloyd ]J. Austin III
Interview With Bret Baier, Fox News, at 2021 Reagan National Defense Forum.” 4 December
2021,  https://www.defense.gov/News/Transcripts/ Transcript/Article/2862114/secretary-of-
defense-lloyd-j-austin-iii-interview-with-bret-baier-fox-news-at-2/.

(8 NATO. “News: NATO Secretary General discusses COVID-19 and disinformation with
Lithuanian President.” 6 May 2020, https://www.nato.int/cps/en/natohq/news_175595.htm.

9 Von Clausewitz, Carl. On War, ed. and trans. by Michael Howard and Peter Paret,
Princeton University Press, 1984, P. 87.

(10)  Singer, P. W., and Emerson T. Brooking. “What Clausewitz Can Teach Us About War
on Social Media.” Foreign Affairs, 4 October 2018,
https://www.foreignaffairs.com/articles/2018-10-04/what-clausewitz-can-teach-us-about-war-
social-media.

(11)  “Ukraine conflict: Putin 'was ready for nuclear alert’.” BBC News, BBC, 15 March 2015,
https://www.bbc.com/news/world-europe-31899680.

(12) ¥ a—Y7RKE-OO/NENA/NH OGS . J\NH—HIERA L L 72,
¥/, 2V IT7HE TR O—MFE_H_LtH»O =ZH _HOHEFEFE 7 V) I 75 LHHEHD
JERY X 4172, Herbst, John E., and Alina Polyakova. Remembering the Day Russia Invaded Ukraine.
Atlantic Council, 24 February 2016,
https://www.atlanticcouncil.org/blogs/ukrainealert/remembering-the-day-russia-invaded-
ukraine/.

(13)  Riihle, Michael. “Deterrence: whatitcan (and cannot) do.” NATO Review, NATO,
20 April 2015, https://www.nato.int/docu/review/articles/2015/04/20/deterrence-what-it-can-
and-cannot-do/index.html.

(14) NATO. “Topics: Countering  hybrid threats.” 8  August 2019,
https://www.nato.int/cps/en/natohq/topics_156338.htm?selectedLocale=en.

(15)  Rid, Thomas. “Cyberwar and Peace: Hacking Can Reduce Real-World Violence.”
Foreign Affairs, 1 November 2013, https://www.foreignaffairs.com/articles/2013-11-

01/cyberwar-and-peace.



(16) A DRECS T 29 4 S —HIEBSRORHT —7 P Y va—vaviLyyzy
% | [ Keio SFC Journal | — A & — =% . = O — #f F |
https://gakkai.sfc.keio.ac.jp/journal/.assets/SFCJ15-2-04.pdf,

17 Gill, Bates, and Martin Kleiber. “China’s Space Odyssey: What the Antisatellite Test
Reveals About Decision-Making in Beijing.” Foreign Affairs, 1 May 2007,
https://www.foreignaffairs.com/articles/china/2007-05-01/chinas-space-odyssey-what-
antisatellite-test-reveals-about-decision.

(18) Colby, Elbridge. FROM SANCTUARY TO BATTLEFIELD: A Framework for a U.S.
Defense and Deterrence Strategy for Space. Center for a New American Security, January 2016,
p. 7, https://www.files.ethz.ch/isn/195913/CNAS%20Space%20Report_16107.pdf.

(19) Wi [of 2 EREaE)] ~O—OF, ——H,

(20) HBAE THRZ2RER#EZES ([2+2]) BEESEG) oE] —O——F/H.
https://www.mofa.go.jp/mofaj/area/usa/hosho/2plus2_gail106.html,

(21) HBE THRLZeRERHEZES (HX [2+2))] ~O—LEMA —~LH.
https://www.mofa.go.jp/mofaj/na/st/page4_004913.html,

(22)  The White House. Interim National Security Strategic Guidance. 3 March 2021, pp. 9-
10, https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf.

(23) MifA THRZEREBFEZERES (2+2) EEFEXR (K
https://www.mod.go.jp/j/approach/anpo/kyougi/2021/0316b_usa-j.html,

Ul

)

Sps

—E—ffi

(1) operational domain & legal domain % % Z AU/FHkGHEL & IERYFEI E KL L CTHHED
RNDTH B0, B L WO LIELIFEDOND - 253272 ) RELXPICHDHEI 25
ZEnb, ARTIEHFEHE T, MELDICZDOEFE N AL Vv EFET,

(2) N — ZBEESHIRTCE 2 L, B BHERETHE R H CHER I Lz b DT,
FHRIDBSCHE D 72 < & b X R B X OB B 13 SCHERICHF LT 2 18E ., NEOEAS L ON
HRELOERI VAL 2 EBREDOHIFHIOREL XD TICHE L), KEHROEENE
BT 2 ERRRRERHFT O f EE R CIE, SNPSEREMN O SuE A RRICGER T E FICAE L
2R % o CRARMIRE 2 R T 2 HEE 2 ~ T v RETED ;D & Iz, Legality of the
Threat or Use of Nuclear Weapons, Advisory Opinion, IC] Reports 1996, para. 78.

(3) HEEAEEIFELHEOEARTH S L L, [BikxhanC @I NG ] oFHI2
SHDZY L CEHENEED O I3 TEO Bl 2 RTINS & LT, FR—ITL DB TITF
Rk o3 2 5IEEHBENICH V155, ERNEESEIERFEESEI GO WTIEII LD
729 LN % K X, Quintin, Anne. The Nature of International Humanitarian Law: A
Permissive or Restrictive Regime? Edward Elgar Pub., 2020.

(4) Flie TEIEREES < X 2 RN B #IMEIRGE 7T E o FEBUE e — S ERK IR & X O



SMEFE LT S — ] TEERMED ANPUAE, —O—RHE, “=~TMHE,

(5) L7zh3oC, —IE=FtH UKD FALHIGE O HRHmIE 1T, PRI SA i AT O F1 SR
FRBHEICE T 22N TH L0 & o THEEFO L s LT 2 2 LIFTE 2w,
“O—OFoEEHE 2 v~y FRLOILFISEEIC X 2 B b SIS & 3 o 5 fr 4 &
S, EEEFIEEART (ICC) /b £ D X 5 ik » 72, ICC Office of the Prosecutor. Situation
in the Republic of Korea: Article 5 Report. Sec.54ff., 2014; Hlipft)ifth TRARTFBERRED 5A
X, O, Z“HU\H,

(6) EEREBERXEACE L 7L =Y =V IERT 2D DL LTT X ) AFHEREREE
512 X % Newport Manual on the Law of Naval Warfare (/nternational Law Studies, Vol. 101

(2023), para. 2.1.2.1, p. 22) 28H 23, The THERELE LT/ L—Y —vEF-oTidvi
(B

(7) ftic b —E QBT & 2 W3 R EIRRZE % 5 2 72 )G & OB, B X OBUF & B ki
TTHERE D D4 1L E R 4T H 5,

(8) KAERL RN, BT H 2 IFEFKE T 4E & ER DO E o K i 4 b IFEFRR X
Nl Inzg,

9 bold, WL b —ZEHROIEERRI K # e~ DE ] % 50 2 BUE & 3T
5500 H %, Rl LR IEFIRSK (COW) rzo—flch s GH—5H0H),
72y B == 2 7% 4 T EEIEESHFT O W 220k 2, EET & JEEFR O 584
D% [R5 28 2 2 HIZLD X 9 Ik o 72, ICC KRR IC b~ — 7L D IEERERY 2T #y Gi H]
ZHME L T2RESLZ LS GEASEE I (o) (x). ). (i) ~ (xviii)),

(100  BEFER, s L OCBFOFEE L W ER=ZE %57z LTCwd oo, HFiE-—
Eiio b7E2ICEB L TE 63, RILOBUMIZZ B hIERE L W ES CHA T ZhEE
KeNKRT2BIFTIRARLSBE L CIHEROBIT L ZRARLF WY TIwvawn, HlIEKT
H25ZEHFEITNEHEORKZHS2bTHL L IIVA, HOERTH S Z & 2 HMEICL
BVEEOEFREREED L <. ZoRIZHTE L Tt hins 2z ERANEE» S LTE
HICEBR R TH D Lo I3RS 5, AEBEERE BRETHERIE S TP EERY
g2 ERLTE 2 &b TIN50, BIMETHERIA 2 2 L AFEINTH, RE»REICHE
INHEBIGREES —SRBIVHOAKKE AR E L 2 £ TR T IZEEN D Z i
BRbBWVERGERINEDD L, REZZITTLE 2, BEFRICED v HIRME TR
ELToMNZ RS 2 XV IZESEMEZ FRL T BR(ETH 5,

BEPEEZRO CTEHFKEZHAE TE, B85 L Thalmnd R ERRN O Z i
INs, )i, PEEGEOERMEZFIZHEETL L 2o, PER O RIh &S I3IEE
BN FTH 5 2 b 2Z 2T, PEBREBEMKE ICHBEERZ NS L. 20 & OBl
—Z7EREMT 2L LTHOZNRBERENICZ S TI2DTH- TEBHNTH L0 TlI AL
IR T N

IR TR R_XVLh b LTHEREDO LR 2RHD R Y BRI Y . IFERN %



SHWABHETHTZ 2L i3ay RFoBA LR TE A, BEITEERO 2 KT
20O AURBIFO EiRE HRA B LEEL, » 50w idzhz ik (acknowledge) 32
LD DT R BREFRINARSHIRTH 2 L W) DTIEDH 24, ABICX 3EREOEKHE
Ref=EFTlE, TEPBEICREKL T OFRSFHESTNITEEOER S BEIICED S
nNatwirbiFiciinrintBbnsg, Wb HHREROGEAEDZDZNENOMIC X S
HEMTHEZR® 2 L WO RRERME L O RVIRY X, TA ) A2XEB 2 EMNYAMETX
®9 21Cid. BEOEZRESH. O T &GRS N T IER S v, HERD Z nRNICH
BXREDT AV W EE2 HEAPHKRZRENCHE IR T 2 2L 3 TET, B8O DICE
M EEHEZITHEST 2 2 & L W,

(1) F&Eo Tl F v FE =MV | 132208 < b Mt g & 6 CHASEH <
2L RMERT LI AINIZE NS, See, Hanke, Heinz Marcus. “The 1923 Hague
Rules of Air Warfare: A Contribution to the Development of International Law Protecting
Civilians from Air Attack.” International Review of the Red Cross, no. 292, 1993, pp. 12-13.

(12)  Ibid., pp. 12-44; Veuthey, Michel. “Histoire du droit international humanitaire dans la
guerre aérienne.” Millet-Devalle, Anne-Sophie, ed. Guerre aérienne et droit international
humanitaire. A. Pedone, 2015, pp. 37-68.

(13) BRiZics T 2D T ic oW TR T % A X, Voneky, Silja. “Analogy in
International Law. ” Max Planck Encyclopedias of International Law, 2008,
https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-9780199231690-
e13757print=pdf.

(14)  “A Declaration of the Independence of Cyberspace” (by John Perry Barlow, 1996,
reproduced in Duke Law and Technology Review, vol. 18, 2019, pp. 5-7) 7% b D% &L H
P FIRICEIT 2 EHEAGEE 2 S Dt & LT, Macék, Kubo.“Silent War: Applicability of the
Jus in Bello to Military Space Operations.” (International Law Studies, vol. 94, 2018, pp. 13-
15) 2% %,

(15)  Dinniss, Heather Harrison. Cyber Wartare and the Laws of War. Cambridge
University Press, 2012, p. 28.

(16)  AmETIE. RIMFhOY 4 N —IHBIESEE B B BRI 2 ZR I 1 2 2D fE
Fikbev, Zhid, ETHEZETMORTORHMTAERE LG L ERNICEDLL RV h D
TH2, P AN—IEIEEE OHAICBEST 2 RiL DR E LCUTAH 5, KAREE 144 3—
Z2fiC 1 2 BT 2 0 R #r4E EogHli) TRIEEHESE] EudAEg, O "4, ===
~PUZE, Z OREZRE T 2 ICHRL CTld, BONAT 2SS0 L 72 SCR O3B A& A3 5 AT I 13
TESN BB Lo TRIEETAL LUNFRTEEZERI NS DH2 L LTH, XRDM
MATRZME N BEZRICELET 2 HANER Y7o nwZ LICHEBEZES, i3I hinwiT
HTHoTH, ZOWFREPRICENEEZERI N GEXEBRNEEICIES 5,

(17) FHEEBRBPEN N A4 v %23 0 OBETORNIC, FHEA 72 & 0RO FH kI



LY EBRANEZERAZHR I NN L DRSPS BETH 55, & CIREENEEOBEH T
HBHbOLLTEMEITI .

(18) HiFInF TABOEROBEMESLEMER ICTKEL Tk, T b Dk
PRBERRERIC X o CIESATENIC A 2 BN L 2 2 L AR I Tz, L L, S HoHE%L
KIECEMN T 2 X910k o770, HEOMFEIIET Lz bbb s, HEKEICHL T
BT &7 5 REAC L LT 23D 2, AT [FHEE IS T 2 9 4 -~ — BRI EH v
fE7n EEsEoMET | THEEEN M) ——R&MNS, —O—t%E, ZAt~=/\OH. H/H

A TEBREA S Ic s T 2008 EATEEORE [, —— &5, “O_=4, I/\~
thH,

(19)  E.g, Steer, Cassandra. “Avoiding Legal Black Holes: International Humanitarian Law
Applied to Conflicts in Outer Space.” Proceedings of the 58th (2015) Colloquium on the Law
of Outer Space, October 2015.

(20)  Jakhu, Ram S., and Steven Freeland, eds. McGill Manual on International Law
Applicable to Military Uses of Outer Space. McGill University, 2022; University of Adelaide.
The Woomera Manual on the International Law of Military Space Operations. 2018,
https://law.adelaide.edu.au/woomera/system/files/docs/Woomera%20Manual.pdf. == = 7 L
R A AN=IEEC OB TH Hw b7z, Schmitt, Michael, ed. Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations. Oxford University Press, 2nd ed., 2017.

[0y -==a7] OHEEMTICOWTIIAT 2 B X, hAMaA, MEET. BIFRL [
AN—BWEOEFE XY v - ~v=2T7 A 2.0 Dffai—] Sk, —O—/\ff, ~=aT7rLH
AFTAVIFBITEZRY AL TR E0 b D7 e {0 FHEE A A4 vicxt 3 2 BEFEER P
A VOXMEHRL T2 EFTdH 25, £/, EREZFEL LS T8 bvoND,
= a7 A2 NAREEREECld R v, EROERT 2 2h Th XY FER O EEM
DEPE L T—EDE®REFFD,

(21) BEBEFOLGE TG RO HEIc R ) . RAY L XA X 5 HARE O
BRI EIEFEZ L X ORBENE L 5, & 2 Cldikims Bl 2 -0, FRERKERIC X
LISTREE R II M B ld AT nwT & e T 5,

(22)  H-BIREEFHFOECRAZVT A ) A, FFEEREEREIC S ORI~
DEHEBET D TP L Tz 838 L T3, US Department of Defense. Law of
War Manual. Lieber and Sons, 3rd ed., 2017, para. 19.20, n. 201.

(23)  Ele TKIMECs T 2 ROEH] oRE—XY 7 7 4 T2 R4k H
brokii s LoECHHTE I o—) [HERA VY IA v - v —Yy—F ] (ZOZ=H)

(YOLJ-L2306008), = =~=7iJA, https://yuhikaku.com/articles/-/12925,

(24)  HEBMREFEFEUNGE =H» O L CHEHEOERC PHEE R LI 3 HE
% e U REOE F VUM — 5 o FH 22~ 0 A d v, A, mifgE (18). Ai—~A " H,
L2 L. CORMAZS =H I EOXXRICEEE 5 2 5228~ O FEGEMH 1370 % O T, [F



HDW S [ZEE] ICFH TOMWAR EE L NG 2 0 RHEIC R 5,
]

(1) A=HRbL Ry A [avea—2J 0BG ] BILE— - HREER Tk,
—HNOFE (JH#E Bequai, August. Computer Crime. Lexington Books, 1978), #FH#H 1357 b H
WA & BEFILIER 2 v 2 — X U MO o i 2 B KRR L TH Y [ v X —
v b EORELERY 2 7 A Pk e, BEDAN—Y=THICTHET L L CEH)
HeDZ L THBH, BAEHEME T 20HIIREL LI TH S,

(2) ARCHBeTE, avLa—4—Lavta—K—Y AT L~DRA, FoMY 2L
DITM%, BHLE [~y ¥y 7] eiddceed s, HHEHE i3, [77vyFvr) &
WOHOHBO A BIEMICEZIZA S 2B TE 2D TIE RV, L W) BBNRER1EH 5 2 &
L Cw2d =T, [~y F v 7] LW HEDTA, KVIELfEHIA T3 L BbhD T
DTH 5,

(3) A N—ERCEINS [RE] 723 [EEOH217H] ICowTiE, [F 43—
TR THFAN—KE] [HF AN ()] BRIV ARFENMEDN S 23, EE 2B
DO IIEEEEREERL EHIN2RELDDL VDT, AMTIIRIAFLEHEDZLY %
NPT VCTHL ) [FAN—KE| 2, GFOBEZRT 0L LTERL T2,

(4) [ A N—=2Ef]] b, bl Mife A HHEINE 2 LS WILKEETH 2720, &
D7OBEEMRAL T &, [F A N—ZEM, FEFH A N—R2=RLF, Fllavta—
ZRAy PT =71 ko THEEINEN =R EZRL 3, BilEcdniZ. f v &2 —F v b
DB A A=l F L E2F T+,  (NITT 22— a3 v X[H [ =22/ L 13 |TICT
Business Online] https://www.ntt.com/bizon/glossary/j-s/cyber-kukan.html) & \x>72% 7Y
DEEER BT H 5 5 o T A Y A ESAFEEANISEAT (NIST) 1< X 2 7E# D 12 FER DR
E 7o TWw3, (“A global domain within the information environment consisting of the
interdependent network of information systems infrastructures including the Internet,
telecommunications networks, computer systems, and embedded processors and controllers.”

( “ cyberspace ” COMPUTER SECURITY RESOURCE CENTER, NIST,
https://csrc.nist.gov/glossary/term/cyberspace.) )

(5) B R-FIME FRE ZIZo 2 VXA T 2 2 e sSNEE L 2 5 & v D) HAEBIL, ik
YA AN—ZEEOHBILANIC S BRI NT WL, —OMLD EICDH 72 2 HFKHR o I fiii 22
HADBFERE T, 2T X o TRICSCR o JE s 2 T 75 LI 3 2 EIRIREE 2317 D
NdXHICholzdic, 2D X5 LXRIHBKNE & k2 HEIHB L -2 2l I N,

6)  AFHOTR FHE FCXZOEMICENT, ~M 7Y v FROERPERICD
WTEHREIN T2 DT, ~A 7Y v FEICBT 2 5Ell 2> 0 WG A SIS O » Tid £ 2 IR
5T LE L7z,

(7) prfid - HER (58—, BiEoReREERE R A 4 FMRPifaE] —



OZZ4F, https://www.mod.go.jp/j/press/wp/wp2022/html/n110001000.html,

€) Jordan, Javier. “International Competition Below the Threshold of War: Toward a
Theory of Gray Zone Conflict.” Journal of Strategic Security, vol. 14, no. 1, 2020, pp. 1-24 at 2.

9) Carment, David and Dani Belo.“War’s Future: The Risks and Rewards of Grey-Zone
Conflict and Hybrid Warfare.” Policy Paper, Canadian Global Affairs Institute, October 2018, at
2.

(10) Hoffman, Frank G. Conflict in the 21st Century: The Rise of Hybrid Wars. Potomac
Institute for Policy Studies, December 2007, at 14. 52 DFRITEF IC X 5,

(11)  BEISERBRFOEEGFEIRIE. v T Thb A4 7Y v VSRS HFEST 5 —
H. A7)y ¥k (Tu6punuas Boiiuna) EIHISEARISEVHHI LR
CIEfL T2, BT (4 70 v Fill$F—o o 7 of L WEREIE—] G BHTE.
ZOZ—, =TH,

(12)  Carment and Belo, supranote 9.

(13)  Carment and Belo, supranote 9.

(14) & &F K o #H & L < . US. v. Wang Dong et al (See,
https://www.justice.gov/iso/opa/resources/5122014519132358461949.pdf) . U.S. v. Wu Zhiyong
et al. (See, https://www.justice.gov/d9/press-
releases/attachments/2020/02/10/wu_zhiyong_indictment.pdf) 7z £ 23% %, T 6 DFEMIL, »
TN HEARMBMEOHERELR T XV AICFET a3 v Ea—X—v AT LICRALERE
G L7, & BEERG OEBOFATT A Y AICBLTREHFINLDDTH S,

(15) ESEDHIZED ATV v 7 - T a—vaVEBMLEZDDL LT, ARHET

[ A N—2E[icB1T 2 BE OB 2022) — O~ —"4F, JLAMT,

(16) <7 Vv 27 -7tV vbta—vavolRBAKD., WEICKYZONENEL S, A6
KB TIEMMIBEORRDO BV, 2o volikmdd b L 2igMT 2iIcL Y 5, W aE [H
ROFAN—KIEEL AT )y 7 - TrbIa—vay: 7747 - TAXEEADOT P Ea—yv
2 Vif & SolarWinds HEMIS | INIDS 2 2 v 4 V) —] —L s, Fifghisem. —O——&Ft
H—H.H. http://www.nids.mod.go.jp/publication/commentary/pdf/commentary179.pdf,

(A7) HATKEFLEERBEALZRRTHY [RIELET I L TRELPAES] L5 D
DBERTDH %,

(18)  Kaushik, Anushka. “Public attribution and its scope and efficacy as a policy tool in
cyberspace. ”  Digital Frontiers, Observer Research Foundation, 21 October 2019,
https://www.orfonline.org/expert-speak/public-attribution-and-its-scope-and-efficacy-as-a-
policy-tool-in-cyberspace-56826/.

(19) 1.

(20)  See generally, Schweichler, Steven R. “Generating a Global Cyber Code of Conduct.’
USAWC Civilian Research Project, US Army War College, 1 April 2011,

”



https://apps.dtic.mil/sti/pdfs/ADA565251.pdf; McCarthy, Thomas, and Alison Russell.
“Roadmap for a Code of Conduct for Cyberspace.” Fletcher Security Review, vol. 2, no. 2,
September 2015, pp. 1-7.

(21)  Oh, Lionel. “The Bifurcation of International Cyber Norms: Navigating the Space In-
Between. ”  Singapore Policy Journal, HKS Student Journals, 26 January 2021,
https://spj.hkspublications.org/2021/01/26/the-bifurcation-of-international-cyber-norms-
navigating-the-space-in-between/; Dawda, Suneha. “Competing for the Middle Ground in
Internet Governance.” Commentary, The Royal United Services Institute for Defence and
Security Studies, 22 June 2022, https://rusi.org/explore-our-
research/publications/commentary/competing-middle-ground-internet-governance. ¥ 7z, &
T 72 74 FEERBEIC, PAN— - AANF U RBBZT, XY EWEHEFTZ o L % G
C72% D & LT, Lewis, James Andrew. Global Governance after Ukraine. Center for Strategic and
International
Studies, 1 March 2022, https://www.csis.org/analysis/global-governance-after-ukraine.

(22)  FEHFEBRICNT 294 ANN—WEO S bWERBEETH o 72 DEFLICHMN LD
DL LT, Arctic Wolf. The Top 10 Legal Industry Cyber Attacks. Arctic Wolf Networks Inc.,
20 July 2023, https://arcticwolf.com/resources/blog/top-legal-industry-cyber-attacks/.

(23)  Securities and Exchange Commission v. lat Hong et al., NO. 16-CV-9947 (S.D.N.Y.
filed Dec. 27, 2016)(https://www.sec.gov/litigation/litreleases/Ir-23826) “ Manhattan U.S.
Attorney Announces Arrest Of Macau Resident And Unsealing Of Charges Against Three
Individuals For Insider Trading Based On Information Hacked From Prominent U.S. Law Firms.”
US Attorney’s Office - Southern District of New York, US Department of Justice, 27
December 2016, https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-
arrest-macau-resident-and-unsealing-charges-against; Security and Exchange Commission.
“Chinese Traders Charged With Trading on Hacked Nonpublic Information Stolen From Two
Law Firms. ”  Securities and Exchange Commission online, 27 December 2016,
https://www.sec.gov/news/press-release/2016-280.

(24) W IPIHECET 22, EREHRREE. LUCA ERTeRER (NSA). EH
Hm (DIA), #A#E AR (FBD., EFMMHZEMEHRF (NGA) O0&RESHEL 2 Lhios
FEsoitsknr, ZoMEO KRR EZHET 2DICEF 1T 5, “Open Hearing on Worldwide
Threats, Hearing Before the Select Committee on Intelligence of the United States Senate, Senate
Hrg, 115-278, 115th Congress, 2nd Session.” U.S. Government Information, U.S. Government
Publishing Office, 13 February 2018, full transcript available at
https://www.govinfo.gov/content/pkg/CHRG-115shrg28947/pdf/CHRG-115shrg28947.pdf.

(25)  LETEAKFETREICST 294 N—2F 2 ) 7 4 BER] DREINBL L SR 51T 2 Hi R
HAEBRREDIE, —O—=4F=H, —=HH ; HEHEE [ 34 N —BB I3 2 f# o &%



— AN BEOTE, M, S FEHIEE O c— ] TR R ESRIEAFERTER] =5, =
O—hENH. —NOH,

(26)  Sekara, Hunter. “A Look at the Computer Security Act of 1987.” TripWire Blog,
Fortra, 1 December 2020, https://www.tripwire.com/state-of-security/computer-security-act-of-
1987; [ElikE & 2 o #EE#RIC > W Tid, “H.R.

145 - Computer Security Act of 1987. 7  Congress.GOV, Library of Congress,
https://www.congress.gov/bill/100th-congress/house-bill/145/text. % i,

(27)  “PDD-63 - Critical Infrastructure Protection.” Clinton Digital Library, 20 May 1998,
https://clinton.presidentiallibraries.us/items/show/12762.

(28) LtJE. supranote 25, —=/NH, I, supranote 25, ~NO~"Jj.—H,

(29)  Defending America’s Cyberspace - National Plan for Information Systems
Protection. Version1.0, The White House, January 2000,
https://clintonwhitehouse4.archives.gov/media/pdf/npisp-execsummary-000105.pdf.

(30) LtJE. supranote 25, —=/NH, M1, supranote 25, —JL—H,

(31) The National Strategy to Secure Cyberspace. The White House, February 2003,
https://nsarchive.gwu.edu/sites/default/files/documents/2700096/Document-16.pdf.

(32) WA, supranote 25, L _-~"J=H,

(33) The International Strategy for Cyberspace - Prosperity, Security and Openness in
a Networked World. The White House, May 2011,
https://obamawhitehouse.archives.gov/sites/default/files/rss_viewer/international_strategy_for
_cyberspace.pdf.

(34)  “The Department of Defense Strategy for Operating in Cyberspace.” The Department
of Defense, July 2011, https://csrc.nist.gov/CSRC/media/Projects/ISPAB/documents/DOD-
Strategy-for-Operating-in-Cyberspace.pdf.

(35)  Office of the Press Secretary. Presidential Policy Directive - Critical Infrastructure
Security and Resilience (PPD-21). The White House, 12 February 2013,
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-
directive-critical-infrastructure-security-and-resil.

(36)  Office of the Press Secretary. Improving Critical Infrastructure Cybersecurity
(Executive ~ Order  13636).  The  White  House, 12 February 2013,
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-
improving-critical-infrastructure-cybersecurity.

(37)  IHET,PPPIciF TEREHE] L wHIHFFEEZHTTE TV, Z2HEVAMOW
L OohDEFTTIE THE] L5 SELHTTWnW3, 2N, PPPIc&ENS “partnership”
DEEOFERE HAGBICRT AL itk s, BRI 2L A, HAGEICE TS [HEE]
B L, BHERESHCICRHTEHGOEACA LV ECL I ICE L LN % PPP OEMD &



peillbnszo, [HEE] & [ ofFEAfHINTws e, THERLEZTIXERES
bDTH %,

(38) The Department of Homeland Security. National Infrastructure Protection Plan
2013 -Partnering for Critical Infrastructure Security and Resilience. Cybersecurity &
Infrastructure Security Agency, 2013, https://www.cisa.gov/sites/default/files/2022-11/national-
infrastructure-protection-plan-2013-508.pdf.

(39) Critical Infrastructure Partnership Advisory Council (CIPAC). Cybersecurity &
Infrastructure ~ Security ~ Agency,  https://www.cisa.gov/resources-tools/groups/critical-
infrastructure-partnership-advisory-council-cipac.

(40)  Sector Coordinating Councils. Cybersecurity & Infrastructure security Agency,
https://www.cisa.gov/resources-tools/groups/sector-coordinating-councils.

(41)  “S.2519 - National Cybersecurity Protection Act of 2014.” Congress.Gov, Library of
Congress, https://www.congress.gov/bill/113th-congress/senate-bill/2519.

(42)  “S.754 - Cybersecurity Information Sharing Act (CISA).” Congress.Gov, Library of
Congress, https://www.congress.gov/bill/114th-congress/senate-bill/754.

(43) AR [FRFRERE BEEA V7 710803534 N—kx 2V 74 ICBT 2 EHIE
OV X274 - 27077 vRA2HAICIHEAREGUZER., ~O=4FMH=H.
https://www.jri.co.jp/page.jsp?id=104879,

(44) BUFOMEEERPIZ VT2 2 LI X2 ARHIE 2 <z, ER/RHREZIY #5 A
Vg% BRNICEE T 2 A Caling [REmT) RFLZeERFEICET22*2974207 7
VADWERP L] BAKRH., O 4/5H H. https://www.jri.co.jp/page.jsp?id=102813)

(45)  FH i X 2R, JREEIEX “National Cybersecurity and Communications Integration
Center”.

(46)  National Cyber Strategy of the United States of America. The White House,
September 2018, https://trumpwhitehouse.archives.gov/wp-
content/uploads/2018/09/National-Cyber-Strategy.pdf.

(47)  National Security Strategy of the United States of America. The White House,
December 2017, https://trumpwhitehouse.archives.gov/wp-content/uploads/2017/12/NSS-
Final-12-18-2017-0905.pdf.

(48) ] D&,

(49)  Inzaurralde, Bastien. “The Cybersecurity 202: Trump administration seeks to project
tougher stance in cyberspace with new strategy.” 7he Washington Post, 21 September 2018,
https://www.washingtonpost.com/news/powerpost/paloma/the-cybersecurity-
202/2018/09/21/the-cybersecurity-202-trump-administration-seeks-to-project-tougher-stance-
in-cyberspace-with-new-strategy/5ba3e85d1b326b7c8a8d158a/.

(50) Atkinson, Wade H. Jr.“A Review of the Trump Administration’s National Cyber



Strategy: Need for Renewal and Rethinking of the Public-Private Partnership in U.S. National
Security Policy. ” Active Measures, The Institute of World Politics, 22 October 2020,
https://www.iwp.edu/active-measures/2020/10/22/a-review-of-the-trump-administrations-
national-cyber-strategy-need-for-renewal-and-rethinking-of-the-public-private-partnership-in-
u-s-national-security-policy/.

(51)  “Cybersecurity and Infrastructure Security Agency Act of 2018, H.R. 3359, Pub.L. 115-
278.” U.S. Government Information, U.S. Government Publishing Office, 16 November 2018,
https://www.govinfo.gov/content/pkg/PLAW-115publ278/pdf/PLAW-115publ278.pdf.

(52)  Nakashima, Ellen. “White House authorizes‘offensive cyber operations’ to deter foreign
adversaries. ” The Washington Post, 20 September 2018,
https://www.washingtonpost.com/world/national-security/trump-authorizes-offensive-cyber-
operations-to-deter-foreign-adversaries-bolton-says/2018/09/20/b5880578-bd0b-11e8-b7d2-
0773aale33da_story.html. Nakashima Ge# DU IC X 2 &, “offensive cyber operations” & (%,
EFEE LRI EIC L 20 0ndDE 0w LD L THD, HAREHFIWECEREN I
TEDH, NEICOWTIEATRE N T WLy, Smalley, Suzanne. “Biden administration is studying
whether to scale back Trump-era cyber authorities at DOD.” CYBERSCOOP, Scoop News
Group, 31 March 2022, https://cyberscoop.com/biden-trump-nspm-13-presidential-memo-
cyber-command-white-house/.

(53)  Memorandum on Space Policy Directive-5—Cybersecurity Principles for Space
Systems. The White House, 4 September 2020,
https://trumpwhitehouse.archives.gov/presidential-actions/memorandum-space-policy-
directive-5-cybersecurity-principles-space-systems/.

(54) The Artemis Accords. National Aeronautics and Space Administration, 13 October
2020,
https://assets.publishing.service.gov.uk/media/5f8726f8d3bf7f6334bd0599/Artemis_Accords_si
gned_130ct2020_002_.pdf.

(55)  Executive Order on Improving the Nation’s Cybersecurity. The White House, 12
May 2021, https://www.whitehouse.gov/briefing-room/presidential-
actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/.

(56)  National Security Memorandum on Improving Cybersecurity for Critical
Infrastructure Control  Systems. The  White House, 28  July 2021,
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-
memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/.

(57)  National Cybersecurity Strategy. The White House, 1 March 2023,
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-
2023.pdf.



(58)  HIFARHR, HEFE DREICH T 294 -2 F 2 ) F 4 Tav 27 LOMKERL
BORER ) TR R AERBRH AR — =& 5. —O=0OF., tt~NIh=H.

(59)  FEEETILEE “civil-military relationship” & [R| OB ICE RSN D52, HARGET
i THR] Mo nsblTnddolllbhszoTc, 2T [RE] LiILadr o7,

(60)  Shulman, Mark R. “Support and Defend: Civil-Military Relations in the Age of Obama.”
Fordham International Law Journal, vol. 35, 2012.

(61) Ackerman, Bruce. The Decline and Fall of the American Republic. Belknap Press,
2010. Ackerman & Mazur (infra note 62) DiEFIC2WTIE, Shulman PFE I FL DTV

MY TH2s (supranote 60) 25, T THTHMMT 52 &% BFFLIEE 72\, Shulman 238
~N% (Id.atp.427) @Y, Ackerman D FICm 2 ARKHED XA P, 2O FT7—F - FRvoD

[v—~<iFE S (The History of the Decline and Fall of the Roman Empire) ] % =ik L 7=
bDTHA9 L, Ackerman HE BAREDE AT T, Arthur M. Schlesinger ® The
Imperial Presidency (30 HiRtE2 5 iR E uTuvs 523, 3512, Mariner Books 1€ & 3 —
OOMFELIRD = =8 =28y 7 B 72) 1CE ML 22— LEOFEALURED KETHHIC D W» T
B2 H7-0 (see e.g. Ackerman, supra, at p.5) IZb, BHEDT A ) A 0BURERRZ H e —
~DZ i, FRCHAH2 S FHBA~OBITIHICENGERL T2 Z L AL TH LS, bbb A
AT AV A% difle —<HEIC AR Z 0 2 2Ma B MEIC VWL ER RN LIFFE I ETTH AR,
Ackerman 23 “---the fall of the Republicis compatible with the continuation of American empire-+”

(see, e.g., Id, atp. 10, 583 IFFEH) 25720, 7AVAHBEGRELEOFFICE VLT
“Republic” 28 £ 5 ZBE, Z L T7+ Republic KX FTE ¥ 5 [EH 45 T, empire (3% 5 T
RO, Lol ZAZBERTIIEBRYUITHAD ZeHEENS, “republic” 23

Ui:%[lj EREINFZZLICEVERINTLE 572, res publica DFEJRIIED DD %+

DICERBLT 2 HEN BB RCER, HOOERFZHHER U TL25EHF L LTI, 2hb
EEER TN ERAB TV EEZ TR ET A Y ARDERICORB>TW0E K I I
ELobhsd,

(62)  Mazur, Diane H. A More Perfect Military: How the Constitution Can Make Our
Military Stronger. Oxford University Press, 2010.

(63) supra note 60, pp. 424-426.

(64)  Seee.g., Id. pp. 422-426.

(65)  Id.p.414

(66)  Id. pp. 442-444.

(67) T ZTHALZLS ZERBFREIEH TRV BbN2AEbH LD Lk
VDT, e ZIF b ) DDMBKERNI L ILCE A LN T WS4 A ICE TS, U
DENZH 2 Ll T E v, (REEILE O & RIc, KEFELZ oo AREE Lo
BEBICNT IHICE Z OEH & 3 2 Mg - MSE R (ASPR : Administration for
Strategic Preparedness and Response) &9 DA H Y, X HIcZzo—Ff L L CEYERE



uahfFeh s (BARDA : Biomedical Advanced Research and Development Authority) 23% %,

BARDA IZMALZYEL. A9, BOFHEVE., 72 3WHEIC X 2 5, B RE, £721Q1K
WA Y 7Ny PO BRYER &L X o TAET I RBHRISNET 272007 7 F v ¥
ah BRIE. BWNE AR ICRRE T 2 BRI T 5 b2 2 DL T 5, ZL T
BARDA 13 % DIEHEOZITICH =Y, RE]OAN—FF—ELHEHT LB TETEV AT LLE
ToTkh, 20X RfTHEMNEINT VWS-, BARDADHKE 7w Y = 7 b, Rk
L OBE L T B PEEN FE TS EAR RN T B R . R & HICHFET D L v )

Hb Dk ko T W3 b DRI & A E T B B ( See generally,
https://aspr.hhs.gov/AboutASPR/ProgramOffices/BARDA/Pages/Doing-Business-with-
BARDA.aspx), 7= & 2 &, “OOWHELH ~—HIChlIE I WD #kiHh TH 5 Project
Bioshield (CkW»Tid, £ O HMIX, W, Rk, W& WMHE OO DEEBFEICD 2 EEHRT
REIEHEICITY 2L ©, ERLEMEICE > COEEEOIEF ICE BRI T 5 E 21 fE
PREFFEL T 2 TH 2, ERLERFEDO -0 ORBBEOFHE L W) ave T M, &
z Iz b B ) n % & B Z X v,

(https://aspr.hhs.gov/AboutASPR/ProgramOffices/BARDA/Pages/Project-Bioshield.aspx) ,

(68)  See generally, thfli—ER, H)IEHE [ 4 N—KBoOWEE CTH 3 REBEONTF
BT & FCHlRESD + HRIERZHhic ) MERe ¥ = ) 7 1 RAERE] —OF. —O—/\F——
H . https://www.iisec.ac.jp/proc/vol0010/hayashi-tagawal8.pdf, #& & FHJIl 1% [ passive defense &
offense lD 7 L 4 « V' —viTH % active cyber defense] (—H) 12\ TR i 5 % R
T 50, Z DR TENICHE S WEEX b  RIREICHERT T 5,

(69)  Lobo-Guerrero, Luis. Insuring War — Sovereignty, Security and Risk. Routledge,
2012, p. 21. —ANAOFERICr v FYiTROBOWOGE LTHRfFT LT iza—b =T 2D —
D%, IF7—F-04 Fewd AT X)o7 8 25, % ZICHHERRE 2B HA

D3 2X5ICmo7Dn, FEDORRTIEG 213G LTor A X -4 7 - vy Vol
ThHb, Pl 4 XICHE T A ZEE L7zd D& LT, Herschaft, Jeremy A. “Not Your
Average Coffee Shop: Lloyd’s of London — A Twenty-First-Century Primer on the History.
Structure, and Future of the Backbone of Marine Insurance.” Tulane Maritime Law Journal,
vol. 29, no. 2, Summer 2005.

(70)  War and terrorism risk insurance, war and terrorism insurance, terrorism insurance 7x
EVB0BAENHLSH L DT, ZOX)ITHRIFL 72,

(71 “H.R.3210 - Terrorism Risk Insurance Act of 2002.” Congress.Gov, Library of
Congress, https://www.congress.gov/bill/107th-congress/house-bill/3210. OO —4E#lE, %
DEREBEDERZHE T, ~O—NFIC O LELTRRINTWV S,

(72)  Id Section 102(1)(a)(ii).

(73) Patel, Nehal. “Cyber and TRIA: Expanding the Definition of an“Act of Terrorismto”
Include Cyber Attacks.” Duke Law & Technology Review, Duke University School of Law, vol.



19, February 2021, pp. 23-42, at 30.

(74) Mondelez International, Inc. v. Zurich Insurance Company , 2018 WL 4941760
(1l.Cir.Ct., 2018) (Trial Pleading)

(75) Merck v. Ace American Insurance Company (475 N.]J.Super. 420, 293 A.3d 535,
2023(2023))

(76)  Martin, Alexander. “Mondelez and Zurich reach settlement in NotPetya cyberattack
insurance suit. The Record, Recorded Future News, 31 October 2022,
https://therecord.media/mondelez-and-zurich-reach-settlement-in-notpetya-cyberattack-
insurance-suit.

(77)  Supranote 75, at p.3. M EITRFE % LTI 5,

“1) Loss or damage caused by hostile or warlike action in time of peace or war, including action in
hindering, combating, or defending against an actual, impending, or expected attack:

a) by any government or sovereign power (de jure or de facto) or by any authority maintaining
or using military, naval or air forces;

b) or by military, naval, or air forces;

c) or by an agent of such government, power, authority or forces;

This policy does not insure against loss or damage caused by or resulting from Exclusions A., B.,
or C., regardless of any other cause or event contributing concurrently or in any other sequence to
the loss.”

(78)  SUE YIRS L, THRFBRIMRIA] ©H 223, RBSEROMREE L Cid TSR RR
FH] BRI THZ DT, AfEiIcBWTD [HFRESRIE] 22,

(79)  Supranote 75, p. 8 et seq.

(80) Id.p.6etseq. TDXHIC, KFHFHDBEROBER%ZFFTdDTH - 7286, i,
KK e Bl L 2 U HECTH I IRMF IS L CHUEICMNE s, &3 2% contra
proferentem DEM L\ 5,

(81) 7w, W BEMEED X 5 RAEARFEN Y X 713, ABIH 2 WIRBIEEETER
BHBOBEENRE LG -OREONRE T LI EBHL VWL I N5, HH—F FHRY 22
&R ] RPEREVORT L, —O— Va4,

(82)  Patel, supranote 73, at pp. 24-26.

(83)  Webel, Baird. “The Terrorism Risk Insurance Act (TRIA)” Congressional Research
Service, Library of Congress, updated 10 February 2022,
https://crsreports.congress.gov/product/pdf/IF/IF11090/5.

(84)  Patel, supranote 73, p. 29 et seq.

(85) Abraham, Kenneth S., and Daniel Schwarcz. “Courting Disaster: The Underappreciated
Risk of a Cyber Insurance Catastrophe.” Connecticut Insurance Law Journal, vol. 27, no. 2,

Spring 2021, pp. 407-473.



(86)  Kashyap, Ashwin. “ Underestimating Volatility in the Cyber Insurance Market. ”
MarshMcLennan, Marsh & McLennan Companies, Inc.,
https://www.marshmclennan.com/insights/publications/2018/sep/underestimating-volatility-
in-the-cyber-insurance-market.html.

(87)  “Terrorism Risk Insurance Act (TRIA).” Center for Insurance Policy and Research,
National Association of Insurance Commissioners, last updated 26 January 2023,
https://content.naic.org/cipr-topics/terrorism-risk-insurance-act-tria.

88) iz, 7TAVA AV 7 xrA=TIICAKEDH % Cowbell Cyber, Inc.

(https://cowbellinsure/) (%, B~ — X ZH/hZIcHi L L 7=, “Adaptive Cyber Insurance”
ML w3, (Adaptive Cyber Insurance. Cowbell Cyber Inc., September 2022,
https://cowbell.insure/wp-content/uploads/2022/09/Cowbell-Adaptive-Cyber-Insurance.pdf )
INEF, ANV RZECET Iy 7T — X5 L, ¥4 =2/ BT 5 BE ORI H
RIRE DY X7 DRPL R LR ECT v 77— $ 252 LT, BUEFE I L LiTOR TR
AR D R L % X 0 BB I T W GEIE R AR DS 2 ERFICEE L T &) D TH %,

(Lunden, Ingrid.“Cowbell raises $100M to build out its Al-based cyber insurance platform for
SMBs.” TechCrunch, Yahoo, 15 March 2022, https://techcrunch.com/2022/03/15/cowbell-
raises-100m-to-build-out-its-ai-based-cyber-insurance-platform-for-smbs/.) .4 ¥ 7°J » F - v
TVROZOFEEIL, FtOEHN AT e —F I oW CHERAEN Z1To T 5,

(89)  See, e.g. supra note 57, National Cybersecurity Strategy. % Z CT%H X% “digital
ecosystem”, “human prosperity” & \x o 723E23, YD X 5 AXARCHEH I W a0IERHL
W,

(90)  Luttwak, Edward N.“Toward Post-Heroic Warfare.” Foreign Affairs, vol. 74, no. 3,
May/June 1995, pp. 109-122.

—Ef

(D KEEE [ RABEIEICN 3 2 R A N — I8 () o BH—REFELE2
TTARA VT A A=—vav—]| BE7+—7 4] ZN\&——5, —O__FNH, Wh~*Aa
J\H,

(2) LA oftalld TRt X 2, ks, KEEE LT 2 3 4 N —Hic o HA FEe R
HlEEff 2 2] [Wedge) =PU&/\5. ~O~"4F/\H, W=~MHLH,

(3)  NATOH A N—Wifit v X —HBuRKL, I 4 —KBICEHT 2 EEED L —VIcD
WTEHBEAE PCEBRIC LY T Lo onFaE, S4BT Schmitt, Michael N., ed. Tallinn
Manual 2.0 on the International Law Applicable to Cyber Operations. Cambridge University
Press, 2017, ARFH CTix. HARGER (FAMGA, WEEET. BIFFL 9 A N KB OERE— &
Vv -==a7n2-0 Offg [Waik] —) Biluth, —O==4%) »o3lHL. ZALHOS
FHERNCARCTEIA L T 2 SHAIZHEH L T 3,



(4) “18 U.S. Code Chapter 119 - WIRE AND ELECTRONIC COMMUNICATIONS
INTERCEPTION AND INTERCEPTION OF ORAL COMMUNICATIONS. ”  Legal
Information Institute, Cornell Law School, https://www.law.cornell.edu/uscode/text/18/part-
I/chapter-119.

- ]

(D M 2 0E RESCEIN, D2E R EAHBGY A N— Mo zifkz 56—, nv 7
CHE, FEEZR D% 1E, A N —EHOERER OB EFRZ T D] i TR 4
FEEREAE] ~O- "4, —LH,

(2) WNREFT2H— "= T 2 7% A MCKEDT — X %X Y T, @ 7 &A% 22 10 T
VAT LEMHARICT 24 N

(3) BT 2 iR EICREIN TR T — 225 L T CcE kB L 2 &
T, ZDT — 2 %553 55l (HESLWSEE) 2HWKTL2RETw s T 4

(4)  AvE—%vyPED P 7FLREFALVEEMEST 2 DNS (Domain Name
System) % GRfFE) X ¢ 5 W&

(5) Vv 2T (BEEZR-LETRTIL) BEEIET —XOHIBRY Y AT L OH#EIC
IO ==ty a v EFHAREEICT 3 HE

6) Microsoft. Defending Ukraine: Early Lessons from the Cyber War. 22 June 2022,
https://blogs.microsoft.com/on-the-issues/2022/06/22/defending-ukraine-early-lessons-from-
the-cyber-war/.

(7) Oy 7 v 74 FEECRINCHEH I N DRI A=A T 4 v 77 43— (Hermetic
Wiper) | EMEEH, Y AT LDERLRWIEEZH>72d D

®) H=AN—BREDOAN—FT T, TTV T avREDY 7Y 2T EREOER
T B fiaXNICERIE L CGEM S5 2 &

9) 7 79 N O 2 — ¥ A 2 ARE S B LR CHIH 3 2 TP RE

(10) <V aveHd—N—R oKz arta—X—U AR LD Y = TR
fRiEgETH L

(11)  Microsoft. Defending Ukraine: Early Lessons from the Cyber War. 22 June 2022,
https://blogs.microsoft.com/on-the-issues/2022/06/22/defending-ukraine-early-lessons-from-
the-cyber-war/.

(12) TR FEFEOREZHEIC L, BHODITADELLLHERD 2  GLICE 2 %2 & v 72 15

(13)  HWBEN VAT LCBAT Z70ic, BFHRFLQOPNE VL) ICKE L ZEAND
Z& (ESET [Ny 2 F7 MM L7294 N - B A LR AN —2F 2 ) 7 1 FH
o) == O == O # )\ H = *H H . https://eset-info.canon-
its.jp/malware_info/special/detail/200825.html)



(14)  SNS ¥z U7z [ =8 COBREEK, BEGRER, (LA CHFROBM AL icl > T—
i RO LB Z B E - 22 KBLL, thaoRILzEA N Z I 352 L

(15) PP IEREEIC B 2 $ F I RIGEI A28 U<, O3 - IR E 5 2.
BRREICEZE2LG 25, FICERERIC X 2TED)

(16)  th&, REE~OKBEZHN L L2EEOH 5 1M

(17)  HEFBEER ORI 2, B2aFRICR S ik FHid o o RIEEJEO BHFAH L.
HHEEMORMEEM 7 E 2 T2 b0

(18)  Binding Operational Directive 23-01 - Improving Asset Visibility and Vulnerability
Detection on Federal Networks

(19) ERHEEESE=Z_SFEERESI N [ERORE BT 2 A (ZOOFHFE
SHAZHHBRERE) B W ORE NN R RIS 5 L OREHLRRE Y (5 X0
BIR) b FAAN—KBEIEIThTHRN,

(20) oD IchERHEEL LT [WBESEMNT 23— OFM O 70 OERINE | [
BEVICEDOFE] A= A v TV Vv RAWNERT] [RIE2 7 2 —D A4 v F v Ml
- S - LR [E RIS A E ML) 28T H 5,

(21)  H-IUNBESKEBEL 2REEERFEERE =5, ~O—/\\E=H _"H., tH. /NN
SFIUHRB R A A

(22) WEZE-—OHN\_%5 —O-—_fF—_H-=H

(&) USCYBERCOM. U.S. Cyber Command 2022 Year in Review. 30 December 2022,
https://www.cybercom.mil/Media/News/Article/3256645/us-cyber-command-2022-year-in-
review/. 3 [ ZOZZAE—Hof)ic v & 7 2RI 5 1E 2 5 2 5 WIREMED & > 7o 9 4 N — I8
ERML 7L 2, V7 74 F 0P A N—HMFRIE HFG 77— 4 & ic, faHEARNSFICERZOH
LY A NG RIRIE I HMFIET 2 e TE] LEL TS,

(24) OS®77V7r—vavTRAINEZMELSCHEMECHL, S D REAZRHT
572 0BM7 v 7T L

— 1]

(1) US Department of Defense. Department of Defense Cyber Strategy 2018 Summary.
September 2018, https://media.defense.gov/2018/Sep/18/2002041658/-1/-
1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF.

(2) KEE BRI AN—KBOBE—A4A 7 ) v ViFH e HR~DRE— | [TGR 7
=7 u)] ZJNENS, O AR, Mo~Ti—H,

(3) KEE[Z7VVLTzTOBB—FAN—PREEI v TIKLDE TV H LT = TH
B ek 7+—74] ZN\&LE5., —OZZ4MFNH, it~AN\H,

(4) R [MEWGHII Y A N =B RBD B —E DFi4 )1 %% 5 hEIIC X 2 FE K E— |

Mak 7 +—7 4] Z /&5, ~O-"H/\H, H/\~~tH,



(5) R TS D Y A N — B DB E— /NS 20 5 SERE RS 4 N — K8 — |

L7+ —7 4] “N\&—O%., ~O""MFRH. N—~NILH,

(6) 7 A ) 71 OF A EIRE F-22 < F-35 O Sl #s 9 4 -~ — B X o T EIC R
L. PEZEHED JBUEREEICH O N H623H 5,

(7) HER L HEABRICH 294 =BV —T APTL X, T AV AhDJETFII. K5
Je. Bk, ESBBEEL SEM R G L 22 AL NTH 5,

(w0 ) FireEye. “APT10(MenuPass Group) New Tools, Global Campaign Latest Manifestation of
Longstanding Threat. ©  Mandiant, 6 April 2017, https://www.fireeye.com/blog/threat-
research/2017/04/apt10_menupass_grou.html.

9 WREE B /A L R IR RE T YER S [REFr L 2L B 2 FaE 2] &k —0
——FE—-—HZNH,

(10) K [FRAIGEIBIC N 3 2 EHARIE R A N — 8 (FH) 0B —RETRZzEH 2
TTARAVY T A=y av—] K7+ —7 4] ZNE——5, ~O_"4HF—0H., M~
FIWAN= S

(11)  Jasper, Scott. Strategic Cyber Deterrence: The Active Cyber Defense Option.
Rowman & Littlefield Publishers, 2017, p. 18.

(12)  US Department of Defense. The DoD Cyber Strategy. April 2015,
https://nsarchive.gwu.edu/sites/default/files/documents/2692133/Document-25.pdf.

(13)  Owens, William A, et al., eds. Technology, Policy, Law, and Ethics Regarding U.S.
Acquisition and Use of Cyberattack Capabilities. National Academies Press, 2009.

(14)  US Department of Defense. Department of Defense Strategy for Operating in
Cyberspace. July 2011.

(15)  “Into the Gray Zone: The Private Sector and Active Defense Against Cyber Threats.”
Center for Cyber and Homeland Security, George Washington University, 2016,
https://cynergia.mx/wp-content/uploads/2016/12/CCHS-ActiveDefenseReportFINAL.pdf.

(16)  White House. National Cyber Strategy of the United States of America. September
2018, https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-
Strategy.pdf.

(17)  AREZEL18US.C. § 1345 () (1) (A)

(18)  US Department of Justice. “U.S. Charges Five Chinese Military Hackers For Cyber
Espionage Against U.S. Corporations And A Labor Organization For Commercial Advantage.”
US Attorney’s Office for the Western District of Pennsylvania, 19 May 2014,
https://www.justice.gov/usao-wdpa/pr/us-charges-five-chinese-military-hackers-cyber-
espionage-against-us-corporations-and.

(19) UK Government. National Cyber Security Strategy 2016-2021. March 2016,

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/



file/567242/national_cyber_security_strategy_2016.pdf.

(20)  REE TERZERL LizV A S =B~ OXHL—RERRI 3 A -~ — Bl o 8 A [
T—] L7+ —74) “N\& "5, ~O""4F——H, N—~NLH,

(21 HAN—eF a2 ) T AR A N = F 2 ) 7 B —O—/\ELAZEH,
https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2018.pdf,

(22)  Ibid., p. 20.

= EPUSET

(D [ERL2REEE ] —O""F—"H, V2 (4 7 (HFRIdFEHFICL2),

(2) [ kg ] —O=—4F—="H. 1B,

(3) Brussels Summit Communiqué. 14 June 2021, Para. 32,
https://www.nato.int/cps/en/natohq/news_185000.htm?selectedLocale=en.

(4) Bundesministerium des Innern, Cyber-Sicherheitsstrategie fiir Deutschland 2016, S.
5, https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/it-
digitalpolitik/cybersicherheitsstrategie-
2016.pdf;jsessionid=37376 CDA16255A659EAAESDA2FCB1849.1_cid373?__blob=publication
File&v=4.

(5) Die Bundesregierung, Weissbuch 2016 -Zur Sicherheitspolitik und zur Zukunft der
Bundeswehr. S. 38,
https://www.bmvg.de/resource/blob/13708/015be272f8c0098f1537a491676bfc31/weissbuch20
16-barrierefrei-data.pdf.

(6) FA Y OREfE BRAFEERZIVEAD 720 0FEIRSIEOMEIC O W TIE, S,
— R [N EFE & RRREES— R OIS 2 F A4 s EEBH o HFER K —] =
MEFRE., O~ =~"0H,

(7) LUF. VA ~—niEiEL P A VEREO HARERICO Wik, 2. &l 8- 9115 1E
HUARER TN A Y &EEE GE 8] Bk, —OZ= O, 7272, FA Y EARZEOi#B#ESE
DFFRIT D WTIE, BiEHEE . MEN~TIELH, F A VEKKORH D F A4 ViR X s L 0%
A k. AT o URL # & H ., F 4 v G i 3 ¢ htps://www.gesetze-im-
internet.de/gg/BJNR000010949.html . ¥ F& G ¢ :  https://www.gesetze-im-
internet.de/englisch_gg/englisch_gg.html

(®) KRS OHEMERE T34 ~—2M] 1<k 2% | [BT-Drucks.18/6496] 55—
R4 2 —O—HE—~"A—OHMBIFEARED[EE[BT-Drucks.18/6989, S.4.],

(9) CoFMICHETE P4 vEEERICoOWT, FLAE ME—R T F A vicsT 394
N Rl & B TEEVTE] s, —O-"4FNH, —~ " /\HZH, T o
. FEICZ ORI T %,

(10)  MWEH—FK 19 - 11 KE T v FHELUZR D N A4 Y BIFORIG & BORGE | TRi#EREMIE] —



N, ~OOZ4FE—~OH. HhH,

(11)  NATO MRS % 0 < 2 FIEHH L RSB GEHIE o i IC o v T 2. Aife it .
H—E s X O =,

(12)  HAiHOEIREEE IC X 2 M EEEFEE =SB L OE =L 3 2 BUFEmE o[
2 [BT-Drucks.18/6989, S.12f.],

(13)  PifdriEhic X 23 01d AL et R o icdE A b N5, [AEEORE T,

[ T3 E & B BARIC B 2 hE | 1ot 3 2 R BCEARE L. I X ) HREDFEILLE 2>
I, BROEM-HHEAEPREIrOEINIHALGKAEH 5 2 & Th h | [ BEEFRE ]
X0 woZz MR HINNIC R 5, KT, HRE THEARBRICH 2 | GEEE OV 4 N —EICREY
THEMLE L A~ HFEIHLOREEL 720152 2 L FEHEITRETH S,

(14) —HE=FNH =H. SEbiASRK. IIT#ETRES A, £ HNEE T - B
fnsdl) MAMBIR, —O—/VE, —ASNILET S,

(15) NRER#Y I v b fizer n BERET [Fesefi] —OO/\E—H —H, —IMH,

(16)  FAVICHBT Z2BUFOERIEH & 2 Ok X 2HEHliconT, S, HaFETI M A
v M. BEMVCEEEFHFOWMEOHIRDO 00k owEl | MEOE] ——t&, =
OO=ZFNH, —H~—==H, [ [ P4V IcB I 2EDIC X 2 ERBEA 0] [HE D7
#] —=0&. —OONFE——H, —“l~—=—H, XU, HEIEAT [ V4 OEMIER
T iE— MG SRR o TG B O BRI — | TANE o 7E] B hE, —~O—/\\F=H, AA~N
OH,

(17)  Die Bundesregierung, Nationale Sicherheitsstrategie: Integrierte Sicherheit fiir
Deutschland “ Wehrhatt. Resilient. Nachhaltig ”, Juni 2023, S. 62. ( F 4 v iBJH X :
https://www.nationalesicherheitsstrategie.de/Sicherheitsstrategie-DE.pdf . 3% & U X
https://www.nationalesicherheitsstrategie.de/National-Security-Strategy-EN.pdf)

TOXETIE, VA VBUFAEY A N —BBICH L CEUD ¥ — b F —[E, NATOD R HE., % 7-
(At o BRI & IC B OMMEF ZRE LTI EIT) S AEF I s e, BHekoht
e (LY v R) LEROTHREN MRS 2 20, I 4 =M B THERTG - B
HTE2L), [FAN—F2 VT4 - T—FTI/7F ¥ —%ILICHEILE] LT, FA
VO A N—%FaVT 4 - T—=FT7T27Fx—0DFEMICD v T, Herpig, Sven, et al.

Deutschlands staatliche Cybersicherheitsarchitektur. 10. Auflage, Stiftung Neue Verantwortung,

Mai  2023. % — O W ¥ 4 v G B X ¢ htps//www.stiftung-
nv.de/sites/default/files/cybersicherheitsarchitektur_zehnteauflage
1023.pdf . £ o Bk e B X : https://www.stiftung-

nv.de/sites/default/files/9thed_cybersecurityarchitecture.pdf)

N ]
(D) JEHE 1% . Schmitt, Michael N., ed. 7Tallinn Manual 2.0 on the International Law



Applicable to Cyber Operations. Cambridge University Press, 2017, HAGEMIZ. HFAHITA,
WP, BEPRA [ A4 N—WBOEBE—2 Y v - v=2 7 20 Offa k] —1
fEilist, —O= =4,

(2) “The Oxford Statement on the International Law Protections Against Cyber Operations
Targeting the Health Care Sector.” The Oxford Process, Oxford Institute for Law, Ethics and
Armed Conflict, 2020, https://www.elac.ox.ac.uk/the-oxford-process/the-statements-
overview/he-oxford-statement-on-cyber-operations-targeting-the-health-care-sector/; The
Second Oxford Statement on International Law Protections of the Healthcare Sector
During Covid-19: Safeguarding Vaccine Research. Oxford Institute for Law, Ethics and Armed
Conflict, 7 August 2020, https://www.elac.ox.ac.uk/the-second-oxford-statement-on-
international-law-protections-of-the-healthcare-sector-during-covid-19-safeguarding-vaccine-
research/.

3) Schmitt, Michael N. “Three International Law Rules for Responding Effectively to
Hostile Cyber Operations. ” Just Security, 13 July 2021,
https://www.justsecurity.org/77402/three-international-law-rules-for-responding-effectively-to-
hostile-cyber-operations/.

(4) The Federal Government of Germany. On the Application of International Law in
Cyberspace. March 2021, p. 14, https://www.auswaertiges-
amt.de/blob/2446304/32e7b2498¢10b74fb17204c54665bdf0/on-the-application-of-
international-law-in-cyberspace-data.pdf.

(5) TM2, p. 318, Commentary, para. 19. [# A4 N—IBEDEEZE] /N H,

(6) Milanovic, Marko, and Michael N. Schmitt. “Cyber Attacks and Cyber ( Mis)
information Operations During a Pandemic.” Journal of National Security Law & Policy, vol.
11, 2020, p. 258, https://jnslp.com/wp-content/uploads/2020/12/Cyber-Attacks-and-Cyber-
Misinformation-Operations-During-a-Pandemic_2.pdf.

(7 The UK Government. International Law in Future Frontiers. 19 May 2022,
https://www.gov.uk/government/speeches/international-law-in-future-frontiers.

(8) TM2, p. 20, Commentary, para. 10 et seq. [ ¥ A »~— B8 o [E] 5% ] BLRI Y o fig 556 2 1
—/\H,

9 TM2, p. 22, Commentary, para. 16.

(10) A FXBUF I TREN BT ORRE] & L CEZBEO M, EIT., 2, Bloful, Epj.
R HEZEITF T\ %, Government of Canada. International Law applicable in cyberspace. April
2022, https://www.international.gc.ca/world-monde/issues_development-
enjeux_developpement/peace_security-paix_securite/cyberspace_law-

cyberespace_droit.aspx?lang=eng.



(D Silverstein, Benjamin, and Ankit Panda. Space Is a Great Commons. It[Xlfs Time to
Treat It as Such. Carnegie Endowment for International Peace, 9 March 2021,
https://carnegieendowment.org/2021/03/09/space-is-great-commons.-it-s-time-to-treat-it-as-
such-pub-84018.

(2) United Nations. General Assembly: Outer Space Increasingly ~ Congested,
Contested and Competitive’, First Committee Told, as Speakers Urge Legally Binding
Document to Prevent Its Militarization. 25 October 2013,
https://www.un.org/press/en/2013/gadis3487.doc.htm.

3) Bahney, Benjamin, and Jonathan Pearl. Why Creating a Space Force Changes Nothing:
Space Has Been Militarized From the Start. Foreign Affairs, 26 March 2019,
https://www.foreignaffairs.com/articles/space/2019-03-26/why-creating-space-force-changes-
nothing.

(4) R [ & R eRE—HRM O L 7 F v ROBER—] TEERE, ~O~
Of, —OhH,

(5) Colby, Elbridge. FROM SANCTUARY TO BATTLEFIELD: A Framework for a
U.S. Defense and Deterrence Strategy for Space. Center for a New American Security, January
2016, https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Space-
Report_16107.pdf.

(6) The White House. President Donald J. Trump is Unveiling an America First National
Space Strategy. 23 March 20
18, https://trumpwhitehouse.archives.gov/briefings-statements/president-donald-j-trump-
unveiling-america-first-national-space-strategy/.

(7)  GISArtaix, Fr—v, 77XV 2B LUONATODEHR 7 4 — V. WK B E D
b HEEE Mz G L, Z oz Mo EMREEFEICEf iy 2, OS [T FoAf V] HoT
70 % 48 ¢+ ( GIS “ ARTA”: Automated Command and Control System.
https://gisarta.org/en/.),

€) Missiroli, Antonio. “Game of drones? How new technologies affect deterrence, defence
and security. 7 NATO Review, NATO, 5 May 2020,
https://www.nato.int/docu/review/articles/2020/05/05/game-of-drones-how-new-
technologies-affect-deterrence-defence-and-security/index.html.

9 NATO. “ Emerging and disruptive technologies. ” 22 June 2023,
https://www.nato.int/cps/en/natohq/topics_184303.htm.

(10)  Schmitt, Michael, and Kieran Tinkler. War in Space: How International

Humanitarian Law  Might  Apply. Just Security, 6 March 2020,



https://www.justsecurity.org/68906/war-in-space-how-international-humanitarian-law-might-

apply/.
(11) McFall, Caitlin. “Russia threatens to target Western commercial satellites like Elon
Musk * s Starlink. ” Fox News, FOX News Channel, 27 October 2022,

https://www.foxnews.com/world/russia-threatens-target-western-commercial-satellites-elon-
musks-starlink.

(12)  White House. Press Gaggle by Press Secretary Karine Jean-Pierre En Route
Syracuse, NY. 27 October 2022, https://www.whitehouse.gov/briefing-room/press-
briefings/2022/10/27 /press-gaggle-by-press-secretary-karine-jean-pierre-en-route-syracuse-
ny/.

(13)  Corera, Gordon. “Russia hacked Ukrainian satellite communications, officials believe.”
BBC News, BBC, 25 March 2022, https://www.bbc.com/news/technology-60796079.

(14)  Page, Carly. “US, UK and EU blame Russia for‘unacceptable’ Viasat cyberattack.”
TechCrunch, Yahoo, 10 May 2022, https://techcrunch.com/2022/05/10/russia-viasat-
cyberattack/.

(15)  EffiaHHABUFREE [FH2EMICE T 2 Hf - ZREEH < OflEHHA ] —O
ZEEMA——H. https://www.disarm.emb-japan.go.jp/itpr_ja/chap12.html,

(16) [HARZRSEA 5 &, LT L - MTEIEMS B R RE R TERE] —
O == o0 % — — A — = H . https://www.sankei.com/article/20201112-
V2EZ2GNPVRPLDPDABBKDS75WRA/,

(17)  NATO. Pre-ministerial press conference by NATO Secretary General Jens
Stoltenberg ahead of the meetings of NATO Defence Ministers. 11 October 2022,
https://www.nato.int/cps/en/natohq/opinions_208037.htm.

(1) US Department of Defense. Quadrennial Defense Review 2014. March 2014,
https://www.acq.osd.mil/ncbdp/docs/2014_Quadrennial_Defense_Review.pdf.

(2) US Department of Defense. Defense Space Strategy: Summary. June 2020,
https://media.defense.gov/2020/Jun/17/2002317391/-1/-
1/1/2020_DEFENSE_SPACE_STRATEGY_SUMMARY.PDF.

3) US Office of Space Commerce. National Space Policy of the United States of

America. December 2020, https://trumpwhitehouse.archives.gov/wp-
content/uploads/2020/12/National-Space-Policy.pdf.
(4) NWEERE TERLe2RBEEEKICOwT] Z0—=44—2"H,

https://www.cas.go.jp/jp/siryou/131217anzenhoshou/nss-j.pdf,
(5) T OBl O MK OME AR E [ 7 A ARG M ] = O — HFE — H .



https://www8.cao.go.jp/space/plan/plan2/plan2.pdf,

(6) WEERE FHEARGFEHOEZEHEICO>DWwWT] =008 NH.
https://www8.cao.go.jp/space/plan/kaitei_fy02/fy02.pdf,

(7) HHRIEBEEHES [/NREa v 27 L —va vER~oxtict Ro 251 & 1
FHRER R 2 BOR O HEE— B L XS —) ~O -~ —4HH. https://www.shindo.gr.jp/cms/wp-
content/uploads/2021/06/0601-2.pdf,

(D Adamy, David. Ew 101: A First Course in Electronic Warfare. Artech House, 2001.
AR GGtk TR o HA « iR S ERRELNs. —O—=14F) mH,

(2) P [ 3 FEEMHAE] BHIEE 1 55 3 i [ERIKER T OS]
https://www.mod.go.jp/j/pub
lication/wp/wp2021/html/n310303000.html

(3) Ibid. Adamy, —JL=~—JL/NH,

(4) Pt e fir [WHsehAs e v a v ERIHEHEROIM] ~O~OF=H=—H.
https://www.mod.go.jp/atla/soubiseisaku/vision/rd_vision_kaisetsuR0203_01.pdf,

(5)  Ibid. BifrEdisT

(D AHECEHEE L, PREORITHEL A4 7D b 0% WA (VAV), v L F a7 x—x4
T E TN/ Db DE/PFr—v Zhb 2R LEEAMIZER & 5,

(2) WREIE T [P 31 4 EE AR I 6% 2 BifEa i o Kl ic > w <] —~O—/\FE——"H—/\H.
https://www.cas.go.jp/jp/siryou/pdf/h31boueikeikaku.pdf,

(3) WEERE [HIAN#E ) B iEatmm CFak 31 £~ 35 ) iIcowT] —O—/\U
—H—/\H. https://www.cas.go.jp/jp/siryou/pdf/h3135cyuukiboueiryoku.pdf,

(4) i M 5 #FEMREHEADHF] —O =4, £t =H.,.
https://www.mod.go.jp/j/press/wp/wp2023/pdf/R05zenpen.pdf,

(5) WHEERE IERTEREBRKEICODT)] ~O- 44—~ "H—-ANH.
https://www.cas.go.jp/jp/siryou/221216anzenhoshou/nss-j.pdf, NEEFE [ E SR &S IO W
< ] - o = = & — = H - N H
https://www.cas.go.jp/jp/siryou/221216anzenhoshou/boueisenryaki.pdf, NEIEE [BifE /1%
FHEIC DWW | ZOZ = —=H—/SH. https://www kantei.go.jp/jp/content/000120948.pdf.

T i
(1) B, HE5. BEE. M, REITTIC X o TR—EOO0mM O 7 v X DHFEFRY 1 +
[Oryx]) 5 ="O0mMU L (77 74 FEHSHEARH) LRELEND D,



(2) [ERifn ] —/\E., [P fetm] e (O 4F— " HRERRRE)

(3) HERRIEEE LS Wik o AR 55—

4) [ A\ fiZeb o AT ICBI 3 2 314 ) (B A s s, —O—AafFE——H—-OH (XK
EZOZZF—ZH—=H))

(5) [FE FEEPRORA 3 2 AN oA IC O W T GlE) | (BEFEES —O5. —
O—=%F"H—H)

(6) % ik, B UAV O 92G0E « HHIERREIC N 2 T K ROV EEIRIC X 2 B
PERE 2 ARV ICREF L 72 % ik UAV, RECERPREE Dz INEE U BIIRF I K ) S ] g 70 B B8
I UAV ZHUS L. #EH%EIEZ1T D,

NRITCEEFH UAV O EFHSEEE : B 12 351 2 75 R BERBOML K& O B 2EHi 3 5 OB IR L <.
{RBGIBC 2 B8 - 355 L C ANB. B, AHEE ICn ¢ & 2/ NUBCE R UAV 2 S L. #EH S
AEEAT D,

(it THrEoM# e vH SMAEE FROME] ~O-—"F—-"H. —/\H.
https://www.mod.go.jp/j/budget/yosan_gaiyo/2023/yosan_20230328.pdf)

(7) it fiE B BRI 2R (AIS):— € DARAICEEMM A FLHBAT I o CTH 0 | s, Afl, Ahfr,
Prig. B, thmd., BEEYL EE BEINICEET 5,

(8) Zeh i 22 1E4EE (TCAS) : iizetk o B Z Bt L, 22 o Bns d 2 fth o iz
DIFIE Z Bt I ES 3 5,

9) (R L I3 o FE o 72 0 0 F2hi7, BIKOFIH ORI B 3 2 3R XL E
DOFHOFRLEICE T 2 HEZITI 2DICHET 2 BHTH O T, EFHICHL WD O (BEE
REATRLRNEEPUSEEE —+ ) | TH O JEBEE Y G o JEBEHCE MR I E 0 B BRI 2 h b
LB EEIE oD,

(10)  F7vaFrriEANHAE (Optionally Manned Ship) : 7z & z21F, PRI E W TIE
EBICIC L CREZEVMATTHL, AFCBT2ERENE I TTBHOSEAIIBATEMRT 2
&, DER IE T % g,

(11)  Z=RHTE#E (CSG:Carrier Strike Group) & EWC X 32 X7 =T vy =7 v a v (B
) 1cdeii b REFRERCE AR (EEOHIE 22 < 34 v) & 2506 L 72 /NS oo /NI RIE, USV
HER D3, BB L CTITEIL 2D b, v bV — 2 CHEEI L, — R L L 725K - EBRET) &
L Cilg LA 2 S5 2 (R,

(12) B 2N L 72 REE Ol Ic Bk S . OB KA L - b HC D2 v
—DRAIT B L. B 2R T 2,

L
(1) “OZ=FH S CHoER#RERLE 2R,
(2) Program on Humanitarian Policy and Conflict Research at Harvard University. Manual

on International Law Applicable to Air and Missile Warfare. 15 May 2009.



(3) Dinstein, Yoram, and Arne Willy Dahl. Oslo Manual on Select Topics of the Law of
Armed Contflict: Rule and Commentary. Springer, 2020. K~ == 7\, ko [HTZEH -
IV ANBIGE TN EBRE~= 2 7] 2T 2 20 B E Nz, ERSERTREIC X
T=aTATHE, INHLDOT=2TNMRENTRL, &L ETEHEREDEE O Rfic s &3,
FEER I vt EERERRICE W TEERSERR L Lo T 5,

(4) W% ARG O EEHATIUAV 7' 8 — o3 b — 2 (3l H o P o [ ko H ok
Tld7a <, m—E kR (low visibility, K#RFMEEL) OMEOHHICKEDHDABEIR T
TWw3,

(5) U.S. Navy. The Commander/Xlfs Handbook on the Law of Naval Operations

(NWP 1-14 M). March 2022.

6) By 7 9774 FEFTEISAELLS O FE O NHB L0 =40
AZMH, —OZ=FtH—-LtHICAB USVEERHEEL T3,

(7) T2l 2 N RAEFEDY 2 4 — T - HAGEF I, BRI LA RBR o 25 L 72
25 AL ER ORFE - BLE IR IR L T o 3, EEE Lo X 2t o i 2 MRS 5
(TAVA) bdoiz, HhE, EREETAOFILCRIEEZ KD 5720 OEEICL 577
FHETH Y, ZNDNEETHTD > THERTH~DONPURETDH 5 72010, Z DEEMEHH
Hxnd,

(8) XRA~DFEYST - BRICBI T 2 FEBREMEICBL <L HBHEVSAFL, H50F. AFTR
FEHICE DS W T EBERGETH 2 L A ICHERAT T 725, BRE LT L 2w oCR
FERELLLLTH, BHEEINEREZADR Y (GHIEEE] A @ Ly 7=
Vw7 =),

9) 70 Y A N RERE SCRPEFERL O B 8720 © 7% { RENR 2 EftifE R (&
B ) 2B bERT 2 4EYEDH S, BAEE TH Y. Z OPEBREONT 2 0 FHAK T %
b7 T 201X L BOLRWHEIFEAEL TH PRI N0 LawhroTH D,
DGR & BB RN DWW T EARRE TEBREIC BT 2 A SLds Ol & Z o BiflE)m ] [
P& efrfE] Mo S ~O—MmEH, —/\~—JLH,

(10)  ZABBFo—YiciE, TAYAWIAL v F7L—F 300 0 k) Gktre=x—T
FZERL 0o BB S & 5 77 A TWHGEIFIRERL L | ARl — v —D X 5 7 Al 3%
MEERL CHBREIE 25y v 7L —F—Fh— I v /7 RAFHO —EHE1H %,

(1) Z—O=—fF=H/\HOEMELHRHE ) 7 HMR Vi3 (5/2021/229) 23, LAWS
O Z IR LT 3208, D DFHICER L T 53, ZofFEEFIERICHEZR I N L T
A TRV,

(12)  CCW Meeting of the High Contracting Parties. Final Report (CCW/MSP/2013/10).
16 December 2013, par. 32.

(13)  CCW Meeting of the High Contracting Parties. Final Report (CCW/MSP/2013/10).
13 December 2019, par. 32 and Annex Il



(14)  TEREERICH 25 AMizekk & S AT 2R oS #EEH o o, A ARSI 23 A
L Ze il eR 2 T X 2 5 2 &3, M B2 & o iElRERE L Ffkic, ABOBERBAINMTEL T2
EEZ5.

(15)  »~—F - v —RENHR N OB 2587 EoER#EAIE L. . v 7 b - v —13iEm
HRNZFREDICE > TR WIKERR LOIRESFI©H 2, BREICHENERI L o7 rne
W DT T,

(16) BUFHMZEHEE (CCW/GGE.1/2023/2, 24 May 2023, Advance Version, par. 22),
AR O MIRER & L <. CCW % “dIE#REFH T o&EREm N A E 1. ZOHMANDHC
L E B X O — OHMUNO HERNEMHALEE O BB EBHEN T o T2 (FlSIHEIC
B3 2 iEE) . @AM oRIRSES & L <, CCW FE=0EH coh N oERTEIE. A
HE#F R coEMBAZE b hTn 2 BE5%E ),

(17)  UNESCO. Recommendation on the FEthics of Artificial Intelligence.
SHS/BIO/P1/2021/1. 23 November 2021.

(18)  European Commission. Proposal for a Regulation of the European Parliament and
the Council laying Down Harmonised Rules on Artificial Intelligence ( Artificial
Intelligence Act) and Amending certain Union Legislative Acts (COM/2021/206 final).
21 April 2021. AliZ, FFATE VWY X2 DH Al (F51k), ~4 V227 D BH A1 (i), RE Y
A7 D& BAL GERERE) . B/NRY 27 0k 2A1 (Hifil7z L) oMol tins, E
UDATHHIZ D & 5 7 BFAA ] QAR AL IR & Sefift & QAR LAWS - AWSD g 7
Zu—F e L 2 BERKE o TWnd,

(19)  U.S. Department of Defense. DOD Adopts Ethical Principles for Artificial
Intelligence. 24 February 2020. % OfHFHI & (2. BT, #FE. BEFATREN:. SHIME.
HIRTREMECTH 2,



